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9/15/2017 12:06 PM BILL STATUS

FRANK B. AGUON, JR. AN ACT TO ADD A NEW ARTICLE 7 TO CHAPTER 46 OF TITLE 9, 6/1/17 6/8/17 Committee on Culture and 7/17/17 9/15/17 Fiscal Note
GUAM CODE ANNOTATED, AND TO REPEAL ARTICLE 3 OF 2:50 p.m. Justice 10:00 AM. 11:10am. Request
104-34 (COR) CHAPTER 43, TITLE 9, GUAM CODE ANNOTATED, RELATIVE TO 6/9/17
As corrected by the ESTABLISHING THE “ANTI-SKIMMING ACT OF 2017.” AS CORRECTED
Prime Sponsor. 6/2/17 Fiscal Note
9:48a.m. 6/23/17
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THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Guahan
34™ Guam Legislature

September 12, 2017

The Honorable Therese M. Terlaje

Acting Speaker
I Mina’trentai Kudttro na Liheslaturan Gudhan

34" Guam Legislature
Guam Congress Building, 163 Chalan Santo Papa

Hagétiia, Gnam 96910
VIA: The Honorable Régine Biscoe Lee @

Chairperson, Committee on Rules

NS00 R g1 d3s Lol

RE: Committee Report on Bill No. 104-34 (COR), As Corrected by the Prime Sponsor

Dear Speaker Cruz:

Transmitted herewith is the Committee Report on Bill No. 104-34 (COR), As Corrected by the
Prime Sponsor — Frank B. Aguon — An act to add a new Article 7 to Chapter 46 of Title 9,
Guam Code Annotated, and to repeal Article 3 of Chapter 43, Title 9, Guam Code
Annotated, relative to establishing the “Anti-skimming Act of 2017.”

Committee votes are as follows:

) TO DO PASS
0 TO NOT PASS
0 TO REPORT OUT ONLY
0 TO ABSTAIN
& TO PLACE IN INACTIVE FILE
' RECEIVED
Si Yu'os Ma’dse’, SEP 13 201/
’ R

Therese M. Terlaje

Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T: (671) 472-3586 | F: (671) 472-3589 | Email: senatorterlajeguam@gmail.com

WWW.senatorte E'IZliC.COl}'E




COMMITTEE REPORT
ON

Bill No. 104-34 (COR)
As Corrected by the Prime Sponsor

- “An act to add a new Article 7 to
Chapter 46 of Title 9, Guam Code
Annotated, and to repeal Article 3 of
Chapter 43, Title 9, Guam Code
Annotated, relative to establishing
the “Anti-skimming Act of 2017.””

Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910
T: (671) 472-3586 | F: (671) 472-3589 | Email: senatorterlajeguam @ gmail.com
www.senatorterlaje.com




OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudttro na Likeslaturan Gudhan
34" Guam Legislature

September 12, 2017

MEMORANDUM

To: All Members
Committee on Culture and Justice

From: Vice Speaker Therese M. Terlajw

Committee Chairperson

Subject: Committee Report on Bill No. 104-34 (COR), As Corrected by the Prime
Sponsor

Transmitted herewith for your consideration is the Bill No. 104-34 (COR), As Corrected by the
Prime Sponsor— Frank B. Aguon — An act to add a new Article 7 to Chapter 46 of Title 9, Guam
Code Annotated, and to repeal Article 3 of Chapter 43, Title 9, Guam Code Annotated, relative to
. establishing the “Anti-skimming Act of 2017.”

This report includes the following:

Copy of COR Referral of Bill No. 104-34 (COR)

Notices of Public Hearing

Copy of the Public Hearing Agenda

Public Hearing Sign-in Sheet

Copies of Submitted Testimony & Supporting Documents

Committee Vote Sheet

Committee Report Digest

Copies of Bill No. 104-34 (COR), As Introduced and As Corrected by the Prime Sponsor
Copy of COR Pre-Referral Checklist on Bill No. 104-34 (COR)

Related News Reports

Please take the appropriate action on the attached vote sheet. Your attention to this matter is
greatly appreciated. Should you have any questions or concerns, please do not hesitate to
contact me.

Si Yu'os Ma'dse’!
Guam Congress Building, 163 Chalan Santo Papa, Hagitfia, Guam 96910

T: (671) 472-3586 F: (671) 472-3589 Email: senatorterlajegunam@ gmail.com
www.guamlegisiature.com




COMMITTEE ON RULES

) Senator Michael F.Q. San Nicolas, Chairinan
I Mina'Trentai Kudttro na Lileslaturan Gudhan « 340 Guam Legislature

JUN 0 8 2017

MEMO

To: Rennae Meno
Clerk of the Legislature

Attorney Julian Aguon
Legislative Legal Counsel

From: Senator Michael F.Q. San Nicolas
Chairman of the Committee on Rules

Re: Referral of Bill No. 104-34 (COR), as corrected by the Prime Sponsor

Buenas yan Hafa adai.

As per my authority as Chairman of the Committee on Rules, | am forwarding the referral
of 104-34 (COR), as corrected by the Prime Sponsor.

Please ensure that the subject bill is referred, in my name, to Vice Speaker Therese M.
Terlaje, Chairperson of the Committee on Culture and Justice.

Attached, please see the COR pre-referral checklist for your information, which shall be
attached as a committee report item fo the bill.

If you have any questions or concerns, please feel free to contact Christian Valencia,
Committee on Rules Director, at 472-2461.

Thank you for your attention fo this important matter.

Respectiully,

Senatolr Michael F.QQ. San Nicolas
Chairman of the Committee on Rules

GUAM CONGRESS BUILDING + 163 CHALAN SANTO PAPA » HAGATNA, GUAM 96910
Telephone: (671) 472-6453 *» Email address: corguamlegislacure@gmail.com
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Committee on Culture and
TITLE 9, GUAM CODE ANNQTATED, AND TO REPEAL ;! . Justice
ARTICLE 3 OF CHAPTER 43, TITLE 9, GUAM CODE &/9/17
ANNOTATED, RELATIVE TO ESTABUSHING THE “"ANTH-
SKIMMING ACT OF 2017.°

104-34 (COR)
As corrected by the
Prime Spohsor.
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Gm a" Senator Tharese Terlale <senatorioridieguami@omall.oons

FIRST NOTICE of Public Hearing, Monday July 17, 2017 at 10 a.m.

Senator Therese Terlaje <senatorterlajeguam@gmail.com> Mon, Jul 10, 2017 at 7:37 PM
To: phnotice@guamlegislature.org

Hafa adai,

Please see pasted below and attached, a public hearing notice from Vice Speaker Therese M. Terlaje.

The Committee on Culture and Justice submits the request that this notice for the July 17, 2017 public hearing be
posted on the Legislative Channel, and posted on the Legislative Website in a manner that is easily accessible to the
public today and everyday until the public hearing on July 17, 2017,

Should you have any questions, please contact our office.
Thank you,

Monaeka Flores
Policy Analyst

*dkk

July 10, 2017

MEMORANDUM
From; Vice Speaker Therese M. Terlaje
Chairpersen, Committee on Culture and Justice
Subject: FIRST NOTICE of Public Hearing — Monday, July 17, 1027 at 10:00 AM
Hdfa Adail

In accordance with the Open Government Law, relative to notices for public meetings, please be advised that the Committee on
Culture and Justice will convene a public hearing on Monday, July 17, 2017, beginning at 10:00 AM in / Liheslaturan
Gudhan’s Public Hearing Room [(Guam Congress Building, Hagatfia). On the agenda are the following items:

- Bill No. 137-34 (COR}: An Act to add a new § 30122 to Chapter 30, Title 5, Guam Code Annotated, and to amend Section 3 of
Chapter VI} of Public Law 33-185, relative to authorizing the Attorney General to procure experts in federal litigation cases on
behalf of the Territory of Guamn, to fund such costs

- Bill No. 104-34 (COR}: An Act to add new Article 7 to Chapter 46, Title 9, Guam Code Annctated, and to repeal Article 3 of
Chapter 43, Title 9 Guam Code Annotated, relative to establishing the "Anti- Skimming Act of 2017."

The hearing will broadcast on local television, GTA Channel 21, Docomo Channel 117/60.4 and stream online via / Liheslaturan
Gudhan’s live feed. If written testimonies are to be presented at the Public Hearing, the Committee requests that copies be

hitps://mail.google.com/mailfu/1/7ui=2&ik=fa3f9d37al&jsver=YLDm{jB...0fIrst¥%20notice&gs=true&search=query&dsqt=1&siml=15d2bdc0c97c681c Page 10f 2
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submitted prior to the public hearing date and should be addressed to Vice Speaker Therese M. Terlaje, Testimonies may be
submitted via hand delivery to the Office of Vice Speaker Therese M. Terlaje at the Guam Congress Building, 163 Chalan Santo
Papa, Hagétiia, Guam; at the mail room of the Guam Congress Building, 163 Chalan Santo Papa, Hagétiia, Guam 96910; or via
email to senatorterlajeguam@gmail.com. In compliance with the Americans with Disabilities Act, individuals requiring special
accommodations or services should contact the Office of Vice Speaker Therese M. Terlaje, 163 Chalan Santo Papa, at (671) 472-
3586 or by sending an email to senatorterlajeguam@pmail.com.

We look forward to your attendance and participation.

Si Yu'os Ma'dse

The Office of Vice Speaker Therese M. Terlaje

Committee on Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan

34th Guam Legislature

Guam Congress Building, 163 Chalan Santo Papa, Hagatia, Guam 96910
T. {(671) 472-3586 F: (671) 472-3589

senatorterlajeguam@gmail.com

Electronic Privacy Notice: This e-mail and any aftachmeni(s), contains information that is, or may be, covered by
electronic communications privacy laws and legal privileges, and is also confidential and proprietary in nature, If you
are nof the intended recipient, please be advised that you are legally prohibited from retaining, using, copying,
distributing, or otherwise disclosing the information in this e-mail or any attachment in any manner. Instead, please
reply to the sender that you have received this communication in error, and then immediately delete if. Thank you in
advance for your cooperation.

The Office of Vice Speaker Therese M. Tetlaje

Committee on Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan

34th Guam Legislature

Guam Congress Building, 163 Chalan Santo Papa, Hagatfa, Guam 96910
T. (671) 472-3586 F: (671) 472-3589

senatorterlajpguam@gmail.com

Electronic Privacy Notice: This e-mail and any attachment(s), contains information that is, or may be, covered by
electronic communications privacy laws and legal privileges, and is also confidential and proprietary in nature. If you
are not the intended recipient, please be advised that you are legally prohibited from refaining, using, copying,
distributing, or otherwise disclosing the information in this e-mail or any aftachment in any manner. Instead, please
reply to the sender that you have received this communication in error, and then immediately delete it. Thank you in
advance for your cooperation.

'E] First notice PH 07.17.17.pdf
148K

https:/fmail.google.com{mallju/1/?ui=2&ik=fa3f9d37a1&jsver=YLDmf|B...0first%20notice&qs=true&search=query&dsqt=1&siml=15d2bdec0c97cB81c Page 2 of 2



OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudgttro na Liheslaturan Gudhan
34" Guam Legislature

July 10, 2017

MEMORANDUM

From: Vice Speaker Therese M. Terlaje
Chairperson, Committee on Culture and Justice

Subject; FIRST NOTICE of Public Hearing - Monday, July 17, 1027 at 10:00 AM

Hdfa Adai!
In accordance with the Open Government Law, relative to notices for public meetings,
please be advised that the Committee on Culture and Justice will convene a public hearing

on Monday, July 17, 2017, beginning at 10:00 AM in I Liheslaturan Gudhan’s Public Hearing
Room (Guam Congress Building, Hagatfia). On the agenda are the following items:

- Bill No. 137-34 (COR): An Act to add a new § 30122 to Chapter 30, Title 5, Guam Code
Annotated, and to amend Section 3 of Chapter VII of Public Law 33-185, relative to
authorizing the Attorney General to procure experts in federal litigation cases on behalf of
the Territory of Guam, to fund such costs

- Bill No. 104-34 (COR): An Act to add new Article 7 to Chapter 46, Title 9, Guam Code
Annotated, and to repeal Article 3 of Chapter 43, Title 9 Guam Code Annotated, relative to
establishing the "Anti- Skimming Act of 2017."

The hearing will broadcast on local television, GTA Channel 21, Docemo Channel 117/60.4 and stream online via { Liheslaturan Gudhan's live
feed, If wrltten testimonies are to be presented at the Public Hearing, the Commilttee requests that coples be submitted prior to the public
hearing date and should be addressed to Vice Speaker Therese M. Terlaje. Testimonles may be submitted via hand delivery to the Office of Vice
Speaker Therese M. Terlaje at the Guam Congress Bullding, 163 Chalan Sante Papa, Hagdtfia, Guam; at the mail room of the Guam Congress
Building, 163 Chalan Sante Papa, Hagdtfia, Guam 96910; or via email to senatorterlajeguam@gmali.con In compllance with the Americans with
Disabllities Act, individuals requiring speclal accommeodations or services should contact the Office of Vice Speaker Therese M. Terlaje, 163
Chalan Santo Papa, at {671} 472-3586 or by sending an emall to genatorterlajeguam@gmail.com,

We look forward to your attendance and participation.

Si Yu'os Ma'dse

Guam Congress Building, 163 Chalan Santo Papa, Hagatiia, Guam 96910
T:(671) 472-3586 F: (671) 472-3589 Email; senatorterlajeguam@gmail.com
www.senatorterlaje.com
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Gma | I Senator Therese Torlaje <senatorteriajeguamiEdomaeilooms

SECOND Notice for Public Hearing - Monday, July 17, 2017 at 10 a.m.

Senator Therese Terlaje <senatorterlajeguam@gmail.com> Fri, Jul 14, 2017 at 6:15 PM
To: phnotice@guamlegislature.org

Hafa adai,

Please see pasted below and attached, a public hearing notice from Vice Speaker Therese M. Terlaje.

The Committee on Culture and Justice submits the request that this notice for the July 17, 2017 public hearing be
posted on the Legislative Channel, and posted on the Legislative Website in a manner that is easily accessible to the
public today and everyday until the public hearing on July 17, 2017.

Should you have any questions, please contact our office.
Thank you,

Monaeka Flores
Policy Analyst

July 14, 2017
MEMORANDUM
From: Vice Speaker Therese M. Terlaje
Chairperson, Committee on Culture and Justice
Subject: SECOND NOTICE of Public Hearing — Monday, July 17, 2017 at 10:00 AM
Hdfa Adail

In accordance with the Open Government Law, relative to notices for public meetings, please be advised that the Committee on
Culture and Justice will convene a public hearing on Monday, luly 17, 2017, beginning at 10:00 AM in { Liheslaturan Gudhan’s

Public Hearing Room {Guam Congress Building, Hagatfia). The following items are on the agenda:

- Bill No. 104-34 (COR}: An Act to add new Article 7 to Chapter 46, Title 9, Guam Code Annotated, and to repeal Article 3 of
Chapter 43, Title 9 Guam Code Annotated, relative to establishing the "Anti- Skimming Act of 2017."

The hearing will broadcast on local television, GTA Channel 21, Docomo Channel 11f /60.4 and stream online via / Lihesiaturan
Guahan’s live feed. If written testimonies are to be presented at the Public Hearing, the Committee requests that copies be
submitted prior to the public hearing date and should be addressed to Vice Speaker Therese M. Terlaje. Testimonies may be
submitted via hand delivery to the Office of Vice Speaker Therese M. Terlaje at the Guam Congress Building, 163 Chalan Santo

https:/{mail.google.com/mailjuj1/?ul=2&ik=fa3{9d37a1&jsver=YLDmf...ent%20second%20notice&qs=true&search=query&siml=15d402b098¢c5d56¢ Page 10f 2
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Papa, Hagitfia, Guam; at the mail room of the Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910; or via
email to senatorterlajeguam@gmail.com. In compliance with the Americans with Disabilities Act, individuals requiring special
accommodations or services should contact the Office of Vice Speaker Therese M. Terlaje, 163 Chalan Santo Papa, at {671) 472-
3586 or by sending an email to senatortetiajeguam@gmail.com.

We look forward to your attendance and participation.

Si Yu'os Ma’dse

The Office of Vice Speaker Therese M. Terlaje

Committee on Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan

34th Guam Legislature

Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T (871) 472-3586 F: (671) 472-3589

senatorterlajeguam@gmail.com

Electronic Privacy Notice: This e-mail and any aftachinent(s), contains information that is, or may he, covered by
electronic communications privacy laws and legal privileges, and is also confidential and proprietary in nature. If you
are not the intended recipient, please be advised that you are legally prohibited from retaining, using, copying,
distributing, or otherwise disclosing the information in this e-mail or any attachment in any manner. Instead, please
reply fo the sender that you have received this commumnication in error, and then immediately delete it. Thank you in
acdvance for your cooperation.

-@ Second Notice 2.pdf
157K

https://mail.google.com/mailjuf1/?ui=2&ik=fa3f9d37a1&]sver=YLDmf..ent%20second%20notice&gs=true&search=query&sim!=15d402b099c5d56¢ Page 2 of 2



OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan
34'"" Guam Legislature

July 14, 2017

MEMORANDUM

From: Vice Speaker Therese M. Terlaj
Chairperson, Committee on Culture and Justice

Subject: SECOND NOTICE of Public Hearing - Monday, July 17, 2017 at 10:00 AM

Hdfa Adai!

In accordance with the Open Government Law, relative to notices for public meetings,
please be advised that the Committee on Culture and Justice will convene a public hearing
on Monday, July 17, 2017, beginning at 10:00 AM in I Liheslaturan Gudhan’s Public Hearing
Room (Guam Congress Building, Hagétfia). The following is on the agenda:

- Bill No. 104-34 (COR): An Act to add new Article 7 to Chapter 46, Title 9, Guam
Code Annotated, and to repeal Article 3 of Chapter 43, Title 9 Guam Code Annotated,
relative to establishing the “Anti- Skimming Act of 2017."

The hearing will broadcast on Jocal televislon, GTA Channel 21, Docomo Channel 117 /60.4 and stream online vla { Lihesloturan Gudhan's live
feed. If wrltten testimonles are to be presented at the Public Hearing, the Committee requests that copies be submitted prior to the public
hearlng date and should be addressed to Vice Speaker Therese M. Terlaje. Testimonles may be submitted vla hand delivery to the Office of Vice
Speaker Therese M. Terlaje at the Guam Congress Buildlng, 163 Chalan Santo Papa, Hagétfia, Guam; at the mail room of the Guam Congress
Bullding, 153 Chalan Santo Papa, Hagitiia, Guam 96910; or vla emall to senatorterlajesuain @pmail.eom. In compllance with the Americans with
Disabilities Act, individuals requiring special accommodations or services should contact the Office of Vice Speaker Therese M. Terlaje, 163
Chalan Santo Papa, at [671) -472-3586 or by sending an email to sepatorterialeguam@grmalil.com,

We look forward to your attendance and participation.

51 Yu'os Ma’dse

Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910
T: (671) 472-3586 F: (671) 472-3589 Email: senaforterlajeguam@gmail.com’
www.senatorterlaje.com
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ajor events and issues our neighbors to the west care about most in this section. For story ﬁwmm or suggestions, send us

Foreign players have been in China
for a while, such as Veolia that has
water projects across the country, but
the focus on a large-scale cleanup has
gained impetus recently,

China's latest five-year planreleased
in 2016 emphasizes tackling pollution,
while in an action plan published in
2015 thegovernment vowedtoim prove
water quality nationwide by 2030,
pledging to spend billions of dollars,

Local authorities, meanwhile, have
struggled to fund their ‘plans, open-

ing the door for more private sector

involvement.
Firms rush in
Emefcy plans to put eight smali-
scale sewage treatment units into
operation in China by the end of this

(Reuters) - Chinese ?mmam.ws.ﬁ Xi
Jinpingurged Japanese _uzam_s_:_m.ﬁmq
Shinzo Abe on Saturday to put aside
“distractions” that have strained bilat-
eral ties and warned that China was
unwilling to compromise. on Taiwan,
state news agency Xinhua said.

Relations have been complicated

for decades by the legacy of Japan's
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a note at editor@poestguam.com.

S

an: No compromise on Taiwan

Hamburg, Xi told Abe the noc:ﬁ:mm
were important neighbors, and ..mm_n_
the healthy development of relations
was of importance to the rest of the
world, Xinhua said. .
Xiurged Japan to learn from :_.mﬁo.é
so as to have a "better future” in its
ties with China, the report added. .
~ “Noting that the China-Japan ties
hevaighaencrdicteacted _bv__compli-

 Mina'trentai Kuattro na Liheslaturan Gu3han
34th Guam _.mmmm_mE_.m

Guam Legislature Public Hearing Room

- Bill No. 137-34 (COR): An Act to add anew§ 30122 to
to amend Section 3 of Chapter VIl of Public Law 33
to procure experts in federal litigation cases on beh:

- Bill No. 104-34

Skimming Act of 2017."

i you require any specia! accommodations,
our office at the Guam Congress
senatortzriyjeguam@omai com,

Monday, July 17, 2017
10:00 a.m. -

AGENDA

-185, relative to authorizing the Attorney Gerneral
aif of the Territory of Guam, to fund such costs

(COR): An Act to add new Article 7 to Cha
and to repeal Article 3 of Chapter 43, Title 9 Guam Code Anno

axilizry aids, or other special services, or for further information, please call he Office of Vice Speaker Therese M. Tetlgje at 472-3586.
m%%&%&w%&%m%?mmﬁ:g.ﬁgg tiis A

genda, you may log on o the Gtiam Legisiature’s websile at www, guamiogisiature.com, Testimontes may be submitted directly tp
Bullding at 163 Chaan Sanfo Papa in Hagitia or &t the Profocol Office of the Guam Qé_,&mms._.a_ﬁ.
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I Mina'trentai Kudttro na Liheslaturan Gudhan
34" Guam Legislature

OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

Public Hearing
Monday, July 17, 2017
AGENDA

Bill No. 104-34 (COR) — As Corrected by the Prime Sponsor: Frank B, Aguon AN ACT TO
ADD NEW ARTICLE 7 TO CHAPTER 46, TITLE 9, GUAM CODE ANNOTATED, AND TO
REPEAL ARTICLE 3 OF CHAPTER 43, TITLE 9 GUAM CODE ANNOTATED, RELATIVE
TO ESTABLISHING THE “ANTI-SKIMMING ACT OF 2017”

The hearing will broadcast on local television, GTA Channel 21, Dacomo Channel 117/60.4 and stream online via [ Liteslaturan Gudhan's live feed. If written
{estimonies ara to be presented at the Public Hearing, the Committee requests that copies be submitted prior to the public hearing date and should be addressed
1o Vice Speaker Therese M. Terlaje. Testimonies may be submitted via hand delivary to the Cifice of Vice Speaker Therase M. Terlaje at the Guam Congress
Building, 163 Chalan Santo Papa, Hagétfia, Guam; at tha mail room of the Guarn Congress Building, 163 Chalan Sante Papa, Hagatfia, Guam 96910; or via email
to senatorterlajequam@gmail.com. In compliance with the Americans with Disabilities Act, individuals requiring special accommodations or services should contact
the Office of Vice Speaker Therese M. Terlaje, 163 Chalan Santo Papa, at (671) 472-3686 or by sending an email to senatorerlajequam@ gmail.com.

Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T: (671) 472-3586 | F: (671)472-3589 | Email: senatorterlajeguam@gmail.com
www senatorterlaje.com
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BANK oF GUAM®
THE PEOPLE'S BANK

Headguarters « PO, Box BW « Hagltia, Guam 96932
Mambar FDIC Tel: {67 1) 472-5300

TESTIMONY REQUESTING CHANGES TO BILL NO. 104.34 (COR)
“ANTI-SKIMMING ACT OF 2017
BEFORE THE COMMITTEE ON CULTURE AND JUSTICE
July 17, 2017

The Bank of Guam wishes to be recorded in support of the intended purpose of Bill No. 104,34 {COR). The
spirit of the bill shows that it works to protect not only financial institutions, but more importantly, its
customers. However, the Bank of Guam cannot support the bill in its current version. Without major
revisions, the bill will have unintended consequences by allowing violators to escape prosecution and by
preventing timely collection of restitution.

In this technological era, consumers are becoming more and more comfortable with making electronic
transactions. Consumers no longer rely on just cash or checks, instead they carry various forms of financial
transaction cards. Initially, this trend protected consumers from traditional thefts, but financial thefts
have become more sophisticated. Thieves are becoming more adept at developing devices in an attempt
to steal personal information. For the most part, the financial industry has managed to thwart these
attempts with preventative technological measures. The most effective preventative measure has been
strong legislation with meaningful punitive consequences.

This bill, as written, may unintentionally invite more viclations by easing those consequences.

Maodification to Misdemeanor level crime for first offenders.

- § 46.704{a) — changes the penalty for violation from 3" degree felony (§ 43.99(a)) to a
misdemeanor. '

- §46.704(b) - removes the mandatory minimum of three (3) years prison for subsegquent offenses
(& 43.99(h)).

Violators are not typically from Guam. If the law is modified to change the penalty for first time
offenders to a misdemeanar, violators are more able to flee Guam and avoid prosecution.

A misdemeanor level crime limits law enforcement’s ability to detain a violator and hold
them for court. In addition, it will not usually prompt the judicial authority to set significant terms
of release.

What may happen is that those accused of misdemeanors will receive a notice from law
enforcement to appear before the end of the statute of limitations. This is to give the Attorney
General sufficient time to review police reports and bring a complaint before the magistrate. If
the Attorney General does not file before the statute of limitations run or if the violator is not
served a summons to appear, then the case would just dissolve without resolution. In the
meantime, the delay gives violators ample time to flee.



Keeping the violation as a felony level offense will give law enforcement the ability to
detain. It will also highlight the severity of the violation to the Judiciary.

Restitution

Although seemingly well-intentioned, the addition of restitution language may limit a
financial institution’s ability 1o recuperate its losses. Currently, 9 GCA § 80.50 limits the amount
of restitution a victim {which includes any financial institution) to a certain amount dependent
upon the level of crime committed. This amount may not match the financial institution’s losses.
Even so, the financial institution has a civil remedy to collect the remaining amounts. In a civil
remedy, the financial institutions can seek to collect in much more creative ways. In a criminal
setting, collection is limited to the court’s decision of how much and how restitution is collected.

The Bank of Guam fears that the proposal will ultimately detriment a financial institution’s
recuperation abilities, Putting the fulf amount of restitution in the criminal setting may delay and
limit collection abilities. Financial institutions may need to defer to the criminal order and allow
probation to facilitate the restitution payments. Because the amount and timing of payments in
a criminal order is based on the offender’s ability to pay, victims may need to wait longer to
recover losses.

To reiterate, the Bank of Guam fully supports the spirit of the bill. However, the proposed changes may
affect all victims detrimentally. The Bank of Guam asks that language be inserted to avoid the potential
problems highlighted. We also ask that the writer consider including a severability clause on the chance
that other areas of the bil-may not be constitutionally valid.

Senior Vice President/General Counsel



9 GCA CRIMES AND CORRECTIONS
CH. 43 THEFT AND RELATED OFFENSES

(f) Any person convicted for violating the provisions of
Subsections (a), (b), (¢), (d) or (e) of this Section where the value of
the merchandise is /ess than Five Hundred Dollars ($500) is guilty of
a petty misdemeanor. Any person convicted for violating the
provisions of Subsections (a), (b), (c), (d) or (¢) of this Section where
the value of the merchandise is more than Five Hundred Dollars
($500) is guilty of a misdemeanor.

(g) The activation of an anti-shoplifting or inventory control
device as a result of a person exiting the establishment or a protected
security device within the area within the establishment shall
constitute reasonable cause for the detention of the person so exiting
by the owner or operator of the establishment or by an agent or
employee of the owner or operator, provided notice has been posted to
advise the patrons that the establishment utilizes anti-shoplifting or
inventory control devices. Each such detention shall be made only in
a reasonable manner and only for a reasonable period of time
sufficient for any inquiry into the circumstances surrounding the
activation of the device or for the recovery of goods.

(h) Such taking into custody and detention by a law enforcement
officer, security officer, merchant, merchant's employee or agent, if
done in compliance with all the requirements of the foregoing
Subsection, shall not render such law enforcement officer, security
officer, merchant, merchant's employee or agent, criminally or civilly
liable, including any liability for false arrest, false imprisonment,
unlawful detention, malicious prosecution, intentional infliction of
emotional distress or defamation.

SOURCE: Added by P.L. 29-064:1 (Apr. 4, 2008). The severability clause that
formerly occupied this section was renumbered § 43.94.1 per P.L. 29-064:2,

ARTICLE 3
ANTI-SKIMMING ACT

SOURCE: This Article was added by P.L. 29-142:1 (Jan. 30, 2009), as §§ 43300-
43303. Renumbered by Compiler to harmoniously fit this Chapter.

§ 43.96. Purpose.

23
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9 GCA CRIMES AND CORRECTIONS
CH. 43 THEFT AND RELATED OFFENSES

§ 43.97. Short Title.
§ 43,98. Definitions.
§ 43.99. Penalties.

§ 43.96. Purpose.

This Article criminalizes the use of a scanning device or re-encodet to
capture encoded information from a magnetic strip from a credit, debit, or
other payment card and then places it on a different credit, debit, or other
payment card with the intent to defraud.

§ 43.97. Short Title. .

This Article shall be cited as the “Anti-Skimming Act.”
§ 43.98. Definitions. _

As used in this Article:

(a) Scanning device means a scanner, reader or any other
electronic device that is used to access, read, scan, obtain, memorize or
store, temporarily or permanently, information encoded on the
magnetic strip or stripe of a payment card.

(b) Re-encoder means an electronic device that places encoded
information from the magnetic strip or stripe of a payment card onto
the magnetic strip or stripe of a different payment card.

(¢) Payment card means a credit card, charge card, debit card,
hotel key card, stored value card or any other card that is issued to an
authorized card user and that allows the user to obtain, purchase or
receive goods, services, money or anything else of value from a
merchant.

(d) Merchant is defined as an owner or operator of any retail
mercantile establishment, or any agent, employee, lessee, consignee,
officer, director, franchisee or independent contractor of such owner or
operator. A merchant means a person who receives from an
authorized user of a payment card or someone the person believes to
be an authorized user, a payment card or information from a payment
card or what the person believes to be a payment card or information
from a payment card as the instrument for obtaining, purchasing or
receiving goods, services, money or anything else of value from the
person.

24
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9 GCA CRIMES AND CORRECTIONS
CH. 43 THEFT AND RELATED OFFENSES

(e) Authorized card wuser means any person with the
empowerment, permission or competence to act in the usage of any
payment card to include, but not be limited to, a credit card, debit card,
hotel key card, stored value card or any other card that allows the user
to obtain, purchase or receive goods, services, money or anything else
of value from a merchant.

§ 43.99. Penalties.
(a) Itis a felony of the third degree felony for a person to use:

(1) A scanning device to access, read, obtain, memorize or store,
temporarily or permanently, information encoded on the magnetic strip
or stripe of a payment card without the permission of the authorized
user of the payment card and with the intent to defraud the authorized
user, the issuer of the authorized user's payment card or a merchant.

(2) Are-encoder to place information encoded on the magnetic
strip or stripe of a payment card onto the magnetic strip or stripe of a
different card without the permission of the authorized user of the card
from which the information is being re-encoded and with the intent to
fl_@*g_gd the authorized user, the issuer of the authorized user's payment
card or a merchant.

(b) Any person who violates subparagraph (a)(1) or (2) a second or
subsequent time commits a second degree felony.

----------
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18 U.S. Code § 1029 - Fraud and related
activity in connection with access devices

Us Code
Notes
prev | next

{(a)Whoever—

(1)

knowingly and with intent to defraud produces, uses, or traffics in one
or more counterfeit access devices;

(2)

knowingly and with intent to defraud traffics in or uses one or more
unauthorized access devices during any one-year period, and by such
conduct obtains anything of value aggregating $1,000 or more during
that period;

(3) .

knowingly and with intent to defraud possesses fifteen or more devices
which are counterfeit or unauthorized access devices;

(4)

knowingly, and with intent to defraud, produces, traffics in, has control
or custody of, or possesses device-making equipment;

(5)

knowingly and with intent to defraud effects transactions, with 1 or
more access devices issued to another person or persons, to receive
payment or any other thing of value during any 1-year period the
aggregate value of which is equal to or greater than $1,000;
(6)without the authorization of the issuer of the access device,
knowingly and with intent to defraud solicits a person for the purpose
of —

(A)

offering an access device; or

(B)

selling information regarding or an application to obtain an access
device;

(7)

knowingly and with intent to defraud uses, produces, traffics in, has
control or custody of, or possesses a telecommunications instrument
that has been modified or altered to obtain unauthorized use of
telecommunications services;

(8)

knowingly and with intent to defraud uses, produces, traffics in, has
@ol or custody of, or possesses a scanning receiver;
(9)



knowingly uses, produces, traffics in, has control or custody of, or
possesses hardware or software, knowing it has been configured to
insert or modify telecommunication identifying information associated
with or contained in a telecommunications instrument so that such
instrument may be used to obtain telecommunications service without
authorization; or

(10)

without the authorization of the credit card system member or its
agent, knowingly and with intent to defraud causes or arranges for
another person to present to the member or its agent, for payment, 1
or more evidences or records of transactions made by an access
device;

shall, if the offense affects interstate or foreign commerce, bhe
punished as provided in subsection (c) of this section.

(b)

(1)

Whoever attempts to commit an offense under subsection (a) of this
section shall be subject to the same penalties as those prescribed for
the offense attempted.

(2)

Whoever is a party to a conspiracy of two or more persons to commit
an offense under subsection (a) of this section, if any of the parties
engages in any conduct in furtherance of such offense, shall be fined
an amount not greater than the amount provided as the maximum fine
for such offense under subsection (c) of this section or imprisoned not
longer than one-half the period provided as the maximum
imprisonment for such offense under subsection (c¢) of this section, or
both.

(C)PENALTIES.—

(1)GENERALLY.—The punishment for an offense under subsection (a)
of this section is—

(A}in the case of an offense that does not occur after a conviction for
another offense under this section—

(i)

if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of
subsection (a), a fine under this title or imprisonment for not more
than 10 years, or both; and

(ii)

if the offense is under paragraph (4), (5), (8), or (9) of subsection (a),
a fine under this title or imprisonment for not more than 15 years, or
both;

(B)



in the case of an offense that occurs after a conviction for another
offense under this section, a fine under this title or imprisonment for
not more than 20 years, or both; and

(C)

in either case, forfeiture to the United States of any personal property
used or intended to be used to commit the offense.

(2)FORFEITURE PROCEDURE.—

The forfeiture of property under this section, including any seizure and
disposition of the property and any related administrative and judicial
proceeding, shall be governed by section 413 of the Controlled
Substances Act, except for subsection (d) of that section.

(d)

The United States Secret Service shall, in addition to any other agency
having such authority, have the authority to investigate offenses under
this section. Such authority of the United States Secret Service shall
be exercised in accordance with an agreement which shall be entered
into by the Secretary of the Treasury and the Attorney General.
(e)As used in this section—

(1)

the term “access device” means any card, plate, code, account
number, electronic serial number, mobile identification number,
personal identification number, or other telecommunications service,
equipment, or instrument identifier, or other means of account access
that can be used, alone or in conjunction with another access device,
to obtain money, goods, services, or any other thing of value, or that
can be used to initiate a transfer of funds (other than a transfer
originated solely by paper instrument);

(2)

the term “counterfeit access device” means any access device that is
counterfeit, fictitious, altered, or forged, or an identifiable component
of an access device or a counterfeit access device;

(3)

the term “unauthorized access device” means any access device that is
lost, stolen, expired, revoked, canceled, or obtained with intent to
defraud; '

(4)

the term “produce” includes design, alter, authenticate, duplicate, or
assemble;

(5)

the term “traffic” means transfer, or otherwise dispose of, to another,
or obtain control of with intent to transfer or dispose of;

(6)



the term “device-making equipment” means any equipment,
mechanism, or impression designed or primarily used for making an
access device or a counterfeit access device;

(7}

the term “credit card system member” means a financial institution or
other entity that is a member of a credit card system, including an
entity, whether affiliated with or identical to the credit card issuer, that
is the sole member of a credit card system;

(8) :

the term “scanning receiver” means a device or apparatus that can be
used to intercept a wire or electronic communication in violation of
chapter 119 or to intercept an electronic serial number, mobile
identification number, or other identifier of any telecommunications
service, equipment, or instrument;

(9)

the term “telecommunications service” has the meaning given such
term in section 3 of title I of the Communications Act of 1934 (47
U.S.C. 153);

(10)

the term “facilities-based carrier” means an entity that owns
communications transmission facilities, is responsible for the operation
and maintenance of those facilities, and holds an operating license
issued by the Federal Communications Commission under the
authority of title III of the Communications Act of 1934; and

(11)

the term “telecommunication identifying information” means electronic
serial number or any other number or signal that identifies a specific
telecommunications instrument or account, or a specific
communication transmitted from a telecommunications instrument.
(f) .

This section does not prohibit any lawfully authorized investigative,
protective, or intelligence activity of a law enforcement agency of the
United States, a State, or a political subdivision of a State, or of an
intelligence agency of the United States, or any activity authorized
under chapter 224 of this title. For purposes of this subsection, the
term “State” includes a State of the United States, the District of
Columbia, and any commonwealth, territory, or possession of the
United States. .

(g)

(1)

It is not a violation of subsection (a2)(9) for an officer, employee, or
agent of, or a person engaged in business with, a facilities-based
carrier, to engage in conduct (other than trafficking) otherwise
prohibited by that subsection for the purpose of protecting the



property or legal rights of that carrier, unless such conduct is for the
purpose of obtaining telecommunications service provided by another
facilities-based carrier without the authorization of such carrier.

(2)

In a prosecution for a violation of subsection (a)(9), (other than a
violation consisting of producing or trafficking) it is an affirmative
defense (which the defendant must establish by a preponderance of
the evidence) that the conduct charged was engaged in for research or
devetopment in connection with a lawful purpose,

(h)

Any person who, outside the jurisdiction of the United States, engages
in any act that, if committed within the jurisdiction of the United
States, would constitute an offense under subsection {a) or (b) of this
section, shail be subject to the fines, penalties, imprisonment, and
forfeiture provided in this title if the offense involves an access device
issued, owned, managed, or controlled by a financial institution,
account issuer, credit card system member, or other entity organized
under the laws of the United States, or any State, the District of

~ Columbia, or other territory of the United States,

(Added Pub. L. 98-473, title II, § 1602(a), Oct. 12, 1984, 98 Stat.
2183; amended Pub. L. 99-646, § 44(b), Nov. 10, 1986, 100 Stat.
3601; Pub. L. 101-647, title XII, § 1205(f), Nov. 29, 1990, 104 Stat.
4831; Pub. L. 103-322, title XXV, § 250007, title XXXIII,
§330016(2)(I), Sept. 13, 1994, 108 Stat. 2087, 2148; Pub. L. 103~
414, title I1, § 206, Oct. 25, 1994, 108 Stat. 4291; Pub. L. 104-294,
title VI, §601(/), Oct. 11, 1996, 110 Stat. 3501; Pub. L. 105-172,
§2(a)-(d), Apr. 24, 1998, 112 Stat. 53, 54; Pub. L. 107-56, title III,
§ 377, Oct. 26, 2001, 115 Stat. 342; Pub. L. 107-273, div. B, title IV,
§4002(b)(11), Nov. 2, 2002, 116 Stat. 1808; Pub. L. 114-113, div. N,
title IV, §407, Dec. 18, 2015, 129 Stat. 2985.)

LIT has no control over and does not endorse any external Internet site
that contains links to or references LII.
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OFFICE OF THE VICE SPEAKER
THERESE M., TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan
34"™ Guam Legislature

COMMITTEE REPORT DIGEST

Bill No. 104-34 (COR), As Corrected by the Prime Sponsor— Frank B, Aguon — An act to add a
new Article 7 to Chapter 46 of Title 9, Guam Code Annotated, and to repeal Article 3 of Chapter
43, Title 9, Guam Code Annotated, relative to establishing the “Anti-skimming Act of 2017.”

L. OVERVIEW
Bill No. 104-34 (COR) was introduced on June 1, 2017 by Senator Frank B. Aguon,
Corrected by Sponsor on June 2, 2017 and was subsequently referred by the Committee
on Rules to the Committee on Culture and Justice on June 8, 2017.

The Committee on Culture and Justice convened a public hearing on Bill No. 104-34
(COR) on July 17, 2017 at 10:00 AM in I Liheslatura’s Public Hearing Room.

Public Notice Requirements

Notices for this public hearing were disseminated via email to all senators and all main
media broadcasting outlets on July 10, 2017 and again on July 14, 2017. The notice was
also published in the Guam Daily Post in print on July 10, 2017.

Senators Present

Vice Speaker Therese M. Terlaje, Chairperson
Senator Frank B. Aguon, Committee Member
Senator Louise B. Mufia, Committee Member
Senator Régine Biscoe Lee

Appearing Before the Commitiee
Dr. Ron McNinch, College of Finance and Economics, University of Guam
Attorney Danilo Rapadas, Bank of Guam

Submitted Written Testimony
Attorney Danilo Rapadas, Bank of Guam

Guam Congress Building, 163 Chalan Santo Papa, Hagatiia, Guam 96910
T: (671) 472-3586 | F: (671) 472-3589 | Email: senatorterlajeguam@ gmail.com
www.senatorterlaje.com
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Committee on Culture and Justice
Committee Report Digest for Bill No. 104-34 (COR), As Corrected by the Prime Sponsor
Page 2 of 14

SUMMARY OF TESTIMONY & DISCUSSION

Vice Speaker Therese Terlaje, Chairperson of the Committee on Culture and Justice
called the public hearing to order at 10:10 AM. The Chairperson presented the agenda
items that would be heard during the hearing and then took a moment to recognize the
Committee members present. Bill No. 104-34 (COR) was the only item on the agenda,
Chairperson Terlaje invited Senator Aguon to provide introductory remarks on Bill No.
104-34 (COR).

Vice Speaker Therese Terlaje

I want to thank my colleagues for attending this morning’s hearing. We have Senator
Frank Aguon, Senator Régine Biscoe Lee, and Senator Louise Borja Mufia. Thank you all
for attending today. We'll start this hearing from the sponsor of the bill. Senator Aguon?
You may introduce.

Senator Frank Aguon, Jr.

Thank you very much Madame Chair, Madame Vice Speaker. I want to thank you for
conducting the public hearing on this piece of legislation. Just so the public is aware of
the version we are entertaining, Bill No. 104-34 (COR) as corrected by the Prime Sponsor
is relative to establishing the "Anti-Skimming Act of 2017." Just to note for the record
and for the public’s information, skimming devices are devices that can steal an
individual’s identity virtually by credit card or a debit card and the provision here
Madame Vice Speaker, Madame Chair, is to ensure that we update our codes so that it’s
prohibited. To share a couple of incidents that occurred in the past: In October of last
year, there were two Chinese nationals that were denied entry into Guam and were
found in possession a credit card reader and a card skimming device. The Guam
Customs and Quarantine Agency initiated their findings and realized-- in fact, they
confirmed that these two individuals did have a credit card reader and a card skimming
device in their possession. One of the statements that was relayed by the Customs
Officer who was responsible for this particular seizure, is that, I quote “CQA did not
seize these items because they are not prohibited or regulated items. The mere
possessions, the credit card devices and credit card (skimmers) are not a crime, therefore
permission from either individuals no crime was committed.” One thing to also note
Madame Chair is that in the CNMI, in early April of last year, First Hawaiian Bank of
Saipan also identified certain ATMs on the island believed and targeted as ATM
skimming incidents. Furthermore, there were incidents that involved the Bank of Guam
in CNMI where credit card readers were identified on statements of the individual, (FBI
Special Agent) Parks that he investigated the devices consisting of two green colored
card readers and six gray colored plastic packs patterns that have little cameras, Parks
said he interviewed Bank of Guam Vice President and CNMI Regional Manager Marcy
Tomokane in the caravan that the card readers are the exact match with the factory
installed ones at the Bank of Guam ATM machines; Parks also said Tomokane told him
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they were not expecting any services to be performed. This tells you Madame Vice
Speaker that not only on island in last year’s October incident were card readers, and
card skimming devices found in the possession of two individuals coming into our
island from Hong Kong, but also not too far to the North. [In the CNMI], there were two
separate incidents: first one with First Hawaiian Bank and also with Bank of Guam,
where in fact skimming devices were identified. This is a situation where we need to
update the code on the Anti-Skimming, the ability to restrict individuals from bringing
in either card readers or card reading devices and ensure there are appropriated
penalties and that our law enforcement entities have the authority to be able to
confiscate these particular items, to hold these individuals in possession and to allow the
judicial process to be carried out accordingly. Madame Speaker, Madame Chair, and
Madame Vice Speaker, I thank you very much for having this public hearing on this
measure, I certainly hope that the legislative body will entertain it soon, considering the
circumstances. Thank you very much.

Vice Speaker Therese Terlaje

Thank you very much Senator Aguon. We have a couple of people signed up to testify;
Dr. Ron McNinch and Attorney Danilo Rapadas. If you please, you may come on up. Dr.
McNinch you may begin,

Dr. Ron McNinch

Thank you Vice Speaker Terlaje and honorable senators. My name is Ron McNinch and I
appreciate the opportunity to speak today on behalf of this bill. I'm in support of
certainly, the measures to protect our community again; particular to the financial
transactions kind of crimes. I'm a fraud examiner. One of the many hats I wear, I also
teach fraud examination at the University of Guam. Skimming is an emerging area of
concern, and certainly having laws to protect our community against skimming is very
important. In general, one of the most common types of low tech skimming that I see in
this community is something I would term tip cupping, which is an employee of an
establishment writing in a higher tip than what the person had entered; they’ll add
digits or things like that. I'm not sure if this particular bill addresses that, but it's
something the community should be aware of. If they give a tip on a credit card they
need to be very careful with keep tracking of those added charges because an employee
can easily change the number. In general I like this bill. I think there are a couple of
suggestions that [ have that are general enough. I will write these in a letter too, to the
legislature. In some ways, the penalties might be more strict. First, fraud is a serial
crime. People do these crimes all over the place. They tend to move around a lot and so
it could be that a person comes to Guam and they have already been convicted once or
several times in other places. So when they come here and do this crime, it's not the first
time they ever done it. The language may be modified a little bit to cover other
jurisdictions. If they have been convicted in other jurisdictions and they come here, it'll
be a far more serious crime because they are serial offenders. We need to recognize and
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such, and again there are certain kinds of crimes that are serial crimes and fraud is one
of those crimes; particularly skimming, particularly credit card fraud. One of the things
Guam might consider is basically a fraud registry for serial offenders. Many times in my
practice and I have a fair amount of fraud practice here; I work with either businesses or
with the government. We find that the people doing fraudulent acts, or kind of doing
fraudulent things have done so in the past; we just never really kept track of them. They
end up popping up in position of trust over and over again. Being able to verify that a
person has violated the trust the fiduciary, trust of handling money is very important.
Just as we have a sex offender registry, we may consider talking about a fraud registry,
so if a persons convicted of fraud, particularly-- and I can share with you (privately) the
number of easy-to-spot cases where this has happened. A person, if they're known, has a
fraudulent background, will never been allowed to handle money in the ways they were
allowed to handle money or for organizations importantly benefiting businesses
community-- our organizations that rely upon trust. This is particular to fiduciary trust
of handling money in general. So these are my general suggestions. I do like the law. I
appreciate this very good opportunity to say a few words before you. Thank you.

Vice Speaker Therese Terlaje
Thank you very much. Attorney Rapadas?

Attorney Danilo Rapadas
See attached testimony.

Vice Speaker Therese Terlaje

Thank you very much. I would like to point out that the bill does amend the current --or
it repeals the current law intended to replace that with your correction, with different
penalties and also additional provisions particularly concerning the forfeiture upon
entry. That says upon entry, to any parts of Guam, persons in possession of encoder or
scanner devices may be subject to forfeiture by law enforcement officials. I'm going to
allow questions by the panel, Senator Aguon?

Senator Frank Aguon, Jr.

Thank you very much Madame Chair. Gentlemen, Dr. McNinch and Mr. Rapadas, thank
you very much for providing testimony this morning. Just a couple of items in regards
to the-- [ appreciate the recommendation-- on the fraud registry and recognizing any
individual that participates in fraudulent activities on island and has a record elsewhere.
Certainly they could be considered-- excuse me-- serial criminals in regards to these
fraudulent activities. The only question I would have, say for example, an individual or
perhaps our attorney here, Mr, Rapadas can inject some comments; if an individual is
identified to have conducted similar criminal fraudulent activities in an international
community, would we have similar jurisdiction to be able to recognize that prior offense
and add to the criminal penalties? That’s when attorneys have to come into play and
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just clarify if we would have that discretion.

Dr. Ron McNinch

Thank you Senator. Just a very-- briefly of course-- you should talk to your attorneys
about that, but in general, if a person has a criminal record in the United States in
particular there should be no question I think related to that.

Senator Frank Aguon, Jr.
That's correct.

Dr. Ron McNinch

I think if the prosecutor-- and I think the gentleman from the Bank of Guam made a lot
of great excellent points in this-- now that I'm seeing it used to be a felony. I think it
should be a felony also from the first offense, and that is one little point then. The
degree of the felony is really the question. I think that the more the discretion the
Attorney General is given in the ability to charge these things, that's when I leave it up
to the lawyers to say “Hey, what level and for what reason?” If a person has a history of
this behavior, of course I'm not sure whether it should matter or happens because if they
had the history of the behavior. In particular, Hawaii is the nearest state to us who has
this problem. Hawaii has a terrible problem with criminals coming from the U.S.
mainland who are serial criminals who are just there because--

Senator Frank Aguon, jr.

Actually Dr. McNinch anything that has occurred nationally in the mainland U.S., in
Hawaii, certainly in U.S. Territories that would carry over- that would certainly add to
the penalty. My question is more or less from an International community perspective.
Let’s say someone is convicted in Hong Kong, and now comes to Guam and commits a
felony in this particular case. The adjustment of the penalty-- Are we able to recognize
the fact that individual had committed a similar crime in an international community
not within the U.5.? In the U.S. we do have jurisdiction in recognizing that.

Dr. Ron McNinch
Sure.

Senator Frank Aguon, Jr.
So that was really, more or less, my question-- and that’s a technical legal question.

Dr. Ron McNinch
That is an interpol kind of criminal justice question. I think in general it is a good

question. Thank you.

Senator Frank Aguon, Jr.,
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Thank you Dr. McNinch and Attorney Rapadas. Certainly a felony component and
revisiting the proposal should remain in place, The restitution now with the language,
you're suggesting in fact it is as broad as possible.

Attorney Danilo Rapadas
Yes.

Senator Frank Aguon, Jr,
Broad as possible so that any financial restitution or any individual that’s impacted by
identity theft would have that opportunity to request.

Attorney Danilo Rapadas

Right. Generally I know we've seen it in the past where the probation-- they want to
know how much we recovered. We share that so that it'll be offset in some form or
fashion. They’re not going to pay more than they should have, so that's something that
we had in the past. [We have to] work with the probation office if there has been a fraud
in the bank. So you know there’s no over collection.

Senator Frank Aguon, Jr.
Can you clarify that statement you made regards to Customs and Quarantine, because--

Attorney Danilo Rapadas
Pardon?

Senator Frank Aguon, Jr.
Can you clarify that statement you made about Customs.?

Attorney Danilo Rapadas

Oh no. I appreciate it. [ love that they can go ahead and take those skimming devices,
however if there is a challenge through the defense lawyer; challenge the ability for
them to seize that equipment-- if that's statute deems unconstitutional, then that portion
is the amount unconstitutional of the whole statute that is deemed unconstitutional.

Senator Frank Aguon, Jr.
Okay. Okay.

Attorney Danilo Rapadas
That's all. '

Senator Frank Aguon, Jr.
Okay, because we're looking at this broadening, the law enforcement ability--
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Attorney Danilo Rapadas
I appreciate that. I'm fine with it, but we need to protect all the other parts just in case
it’s challenged.

Senator Frank Aguon, Jr.
Thank you Attorney Rapadas and Dr. McNinch. Thank you very much Madame Chair.,

Vice Spealcer Therese Terlaje
Thank you. Senator Biscoe Lee?

Senator Régine Biscoe Lee

Hafa adai gentleman and thank you for joining us. Thank you Madame Chair. Actually,
Dr. McNinch maybe you might be aware of how many crimes might have been
committed. Iknow the author of the legislation alluded to one here on Guam where
skimming devices were seized at the airport, or couldn’t have been seized at the airport,
but [the individuals and equipment] were not allowed in, and there is another incident
that took place in Saipan. Are you familiar with any other activity that has been going
on, and maybe in the past five years or so?

Dr. Ron McNinch

Thank you senator. Certainly there are two or three big factors that can come into play
here. First the government, in the last two to three years has really made a commitment--
both to the accounting committee and to the government for fraud examination. In fact,
the government recognizes fraud examination as a critical skill for government
employees including law enforcement. What that does is that it creates awareness so
that our law enforcement community can enforce laws like this one. I want to
compliment the Legislature. [They] took a very good step to encourage government
employees to enter in the field of fraud examination; whether they work for the
government agency or law enforcement. The second thing is these crimes are actually--
the problem with fraud is it is so bourgeois, and so common, that people may not even
realize how frequently-- how interesting this kind of fraud-- whether it’'s skimming or
the abuse of credit card. When you give the credit card to the supposed trusted person
and they misuse it for some reason. As in all crime, there are crimes that happened [that
we do not document] and there are crimes that we actually document. Then is this case
theirs? I think in my impression in this type of crime, in general-- fraud in general, not
skimming specifically, is very frequent in our community and is fairly unchecked. It's
hard for us to keep track of it for a number of reasons. That, or it is not taken seriously. I
have dealt with individuals that have been on the tips side [of fraud], ending with a fifty
dollar tip on their bill, and they had no idea where it came from. People quite often
don’t check their credit card bills for the amounts they are paying simply the payments.
I think in general, fraud is a kind of hidden crime that we simply haven’t put the
emphasis on to protect the commumity yet. I think that laws like this will certainly get
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that conversation going. The public will become more aware that they can be victims of
these kinds of crimes, Now everyone has credit cards and now everyone on their smart
phones can start paying for things which makes them much more susceptible to
skimming, because they don't realize that their information can be electronically stolen
from them and be used-- people are unaware of it. Thank you.

Senator Régine Biscoe Lee

Thank you. It's currently a third degree felony to anyone who might take this kind of
action. Do you think the proposed imprisonment and the proposed fines within this bill
are satisfactory to address these crimes?

Dr. Ron McNinch

For me, and I think we love to talk about throwing the book at criminals but from my
stand point, and this is the key thing that I'm concerned about, is we end up seeing the
same people doing these things over and over again. It especially happens when we hire
people over and over again. [They are] handling money, and [they are people] who
shouldn’t be handling money. Even low tech fraud-- just letting people handle ATM
transactions for your company. Those are, I think, that's how do you deal with a person
who violates the trust of almost every company that they ever worked for. Quite often
the company’s are embarrassed to do anything about it because it makes them look like
they have an internal problem. They don’t want to tell people, they don’t want to report
it as a crime. Being aware of people who have done these kinds of things is part of the
riddle. I do believe that as time goes on, what I'm afraid of is Guam becoming a haven
for sex offenders because people want to come here under registry. Luckily we have a
federal law that protects us against that now. I'm afraid as the Bank of Guam kind of
implied in this statement that we're going to become a haven for people who do these
kinds of crimes because the laws are not strong enough. I think having a strong law,
having a strong system that is constitutional meets all thresholds required-- important
certainly. Thank you.

Senator Régine Biscoe Lee

Thank you Dr. McNinch. I'm certainly in support of this legislation for those very
reasons and I applaud the author. Ireally want to thank you both for participating in
this hearing, and for just giving us a broader perspective. Attorney Rapadas in your
statement-- in these kinds of statements— they are really helpful for us. I think just
noting that you are in support of the intended purpose of the bill, and you outlined
some instances and some ways to make it stronger. I think just going to Dr. McNinch’s
point, you write that violators are not particularly from Guam. If the law is modified,
changing the penalty for first time offenders to a misdemeanor then violators are more
able to flee Guam and avoid prosecution. I think just taking those into account will be
helpful to the committee going forward and improving the bills. Thank you both so
much. 5i Yu'os ma’ase. Thank you Madame Speaker.
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Vice Speaker Therese Terlaje
Thank you very much. Senator Muna?

Senator Louise Borja Mufia

Thank you very much Vice Speaker. I support this legislation. I remember this story
when this broke out; about the two Chinese nationals and it created a ot of anxiety for
me now when I'm walking up to an ATM. Ijust have a couple of questions for Mr.
Rapadas: first of all, your ATMs, are they equipped with alarm systems? If someone
touches it or alters it, does it sound off an alarm?

Attorney Danilo Rapadas

Yes, the ATMs- they are called anti-skimming devices, and they are installed in the
machine so that if there’s any kind of jiggling; generally it takes less than five minutes to
place the machine there [on top of the ATM], very, very quickly, and it's usually done at
2 or 3 in the morning. So if there’s any kind of areas that are sensitive, if there’s any kind
of-- how do you say? --movement, or insertion, or anything in that nature, it will send
an alarm to the information security side or the ATM side to quickly check this ATM,

Senator Louise Borja Mufia
Ok. Also I know there’s some new technology where people actually use their phone
now rather than an actual card--

Attorney Danilo Rapadas
Yes.

Senator Louise Borja Muifia
How would the consumer be protected to say, for example, their phone was stolen or
have access to any information on their phone, is there?

Attorney Danilo Rapadas

Generally if you have a good phone, like the iPhones and androids, there’s a lot of
security devices embedded in the machine. If you follow the protocol of the phone, the
safe keeping, and the very tough password, then you should be protected.

Senator Louise Borja Muifia
Ok.

Attorney Danilo Rapadas
There’s a lot of information in there that are is should be encrypted.

Senator Louise Borja Muiia
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Ok. Obviously haven’t involved myself in that type of technology yet. So I am just
curious, I wanted to ask that question. This question is for Dr. McNinch, thank you very
much for bringing up the fraud registry. Now Guam doesn’t have one but the Federal
Bureau of Investigation does have a fraud registry don’t they?

Dr. Ron McNinch

I'm not sure but I do believe that these database kinds of enforcement techniques are
very useful for law enforcement--especially when you have known people talking about
serial crimes. They really revolutionized serial crime in the United States, having a list or
a particular person whose behavior dedicated in the future will do the same behaviors--
fraud in particular. It might be useful to consider it or even discuss it. I think there have
been other registries, other types of crimes in the United States, other than the sex
offender registry so there are other kinds of criminal lists, So this might be one for
consideration. Again to give you an example, I have plenty of local examples; I'm not
talking about registry for people who are off-island, I'm talking about local examples for
people who should not be handling money and who have been hired over and over
again because for a number of reasons; so it might help. Thank you.

Senator Louise Borja Mufia
Ok. Thank you very much. I don’t have any more questions.

Vice Speaker Therese Terlaje

Thank you. The article that described the Customs and Quarantine case here on Guam
said that customs CQA did not seize these items because they are not prohibited or
regulated items. The mere possession the devices is not a crime. So this bill in 46.703 (c)
would say it makes a crime part ¢ possesses a scanning device or re-encoder with the
intent to use the scanning device. It still includes the intent with possession, except for
the part, I think you were referring to Mr. Rapadas, that says on 46.705 (d) “Those who
are entering Guam’s ports in possession of a re-encoder or scanning device may be
subject to forfeiture.” Now they wouldn’t be subject to the other penalties, perhaps, but
the forfeiture of those items according to this bill. So I guess I want to clarify if either of
you have any comment whether the possession of the scanning device or the re-encoder
should be a crime with or without the intent.

Attorney Danilo Rapadas

The internet allows very easy access for everything you need to duplicate a debit or
credit card. The issue of intent just merely having it, is it a crime? As a banker, I
probably would say yes. If I was a defense attorney, I would probably have other issues
relative to that. To me there’s-- I see no other reason for you to have that equipment
unless you want to use that for bad intentions. That's how I see it.

Vice Speaker Therese Terlaje
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Dr. McNinch did you have any comment on that?

Dr. Ron McNinch

Yes. Thank you. The only non bad intention I think a person would have for these
devices is if-- other than a bank or a financial institution which would have a specific
reason for having them-- would be places that would train people how to use this device
including law enforcement or training how to recognize these things. If we could
regulate fireworks, we could regulate devices like this. I don't see really the key to
sanction though, what productive purpose a person would have for these devices. In
the community, other than the training part or of their legitimate financial institution
that requires them or a business that requires them, I would not see it. I think the
question is why would a person have these devices otherwise? I think it’s an excellent
question. If we don’t let people have fireworks, we shouldn’t let people have things that
are damaging or potentially damaging, like these devices floating around in our
community. Thank you.

Vice Speaker Therese Terlaje

Thank you. Section 46.705 under miscellaneous provisions creates an exemption, so part
c says that this article shall not apply and that leads to exemptions. Then I guess I want
to know particularly from the banks whether this is enough. It doesn’t actually lists law
enforcement, It says the exemptions are “Those who possess these devices in the
ordinary course in his or her business or employment and pursuant to a financial
transaction and enter into an authorized user or payment card who has given
permission.” If you have any other suggestions regarding this exemption’s language,
then I would ask you to please submit it to the committee.

Attorney Danilo Rapadas
I can have my staff look at it and go from there.

Vice Speaker Therese Terlaje

Ok. Thank you. One more question I have: Is in the same article that talked about
Customs not being able to do anything for mere possession, it also cites a Saipan
incident. It says in May a Chinese national was arrested by the FBI in Saipan after U.S.
Customs and Border Protection officers confiscated skimming devices from his luggage.
The person was charged with illegal possessions of devices making equipment. I was
wondering if there are parts of these things-- device making equipment versus the
devices. Because the bill strictly defines the devices, I mean do you have any comment
on extending it to device making equipment? I was going to look at the federal law, I
haven't yet, to see if they define device making equipment versus just the devices
themselves. Yes, Dr. McNinch.

Dr. Ron McNinch
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Thank you Madame Vice Speaker. I think the broader the definition, the better. I think it
should really be the Attorney General who should have discretion on these. I think
emulating the federal law because federal law in most jurisdictions in the United States,
Customs is handled by the federal government and having mirrored customs law or
mirrored federal light statutes strictly for criminal items. I think is a good policy. In
general I think the more tools the Attorney General would have the better, in my view of
law enforcement perspective.

Attorney Danilo Rapadas
You never know what they’re going to come up with. So the broader the better. That's

how I see it.

Vice Speaker Therese Terlaje

Alright and the penalties, so the author has indicated that he would like to see the felony
nature of this remain in the statutes. The restitution, do you think in your testimony Mr.
Rapadas you're saying the way the restitution is written in this bill might impede a
bank’s ability to recover or to go after a person lawfully?

Attorney Danilo Rapadas
Right.

Vice Speaker Therese Terlaje
Can you be more specific. Do you think we should -- first of all who is the victim as
described in the-- would that be the bank?

Attorney Danilo Rapadas
It would be the bank.

Vice Speaker Therese Terlaje
Ok. So what specific changes-- do you think we should not have any restitution or do
you think we should just also allow for additional?

Attorney Danilo Rapadas

I think restitution is fine but also I guess it’s the dollar amount that is sort of curious to
us. We don’t know. Sometimes if we find the equipment on there already, we don’t
exactly know how much has actually been taken from us, and that may not be found out
until three, four, five, six months from now. We may catch the individual after or when
they installed it. [By then], they might have already transmitted the stuff on the internet
and generally this information is not created immediately. That's what we’ve seen.
They withhold it, sell it after in the dark web. It may come up six months from now,
seven months even a year from now. That’s when the information might be used. So
keeping some kind of open amount, the ability for us to make whole, would be helpful.
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Although, it may not be possible especially if they’re not from Guam or they're
foreigners. You understand that but if it's somebody local, then at least we have some
type of ability to make whole.

Vice Speaker Therese Terlaje
Well under penalties it lists fines, so there are fines.

Attorney Danilo Rapadas
Yes,

Vice Speaker Therese Terlaje

Criminal fines and then part d says “In addition to the penalties a person convicted shall
be ordered to make full restitution to the victim.” Is this the part that you want to
change?

Attorney Danilo Rapadas

Yes, because we don’t know at that point in time. It may be the order at that point that
can be debated about. What is full restitution? I don’t know, but it might be a good idea
to just send out-- keep it a little broader. Again if there’s anybody that’s going to be
damaged, we may not know until a year after it’s been committed.

Vice Speaker Therese Terlaje
What about if we included language that says nothing herein shall limit?

Attorney Danilo Rapadas
The bank’s ability to collect fines something in that affect could work.

Vice Speaker Therese Terlaje
Alright. Ok. Again, I want to thank you again for your testimony and I would allow the

sponsor to have any additional questions.

Senator Frank Aguon, Jr.

Thank you very much Madame Chair, yourself and fellow colleagues who brought up
some issues and concerns. Thank you so much for highlighting them. Just for the
information of the public and also number of us in the room, if you take a look at section
46.705, miscellaneous provisions, it refers to any scanning device or re-encoder and that
would fall into the opportunity for law enforcement officials to be able to seize or
destroy these particular items. When they suggest us to broaden the language, you take
a look at sub item b, it says any computer, computer system, computer internet or any
software of or data owned by the defendant which is the user of any of these activities
which continues on which is used a suppository of storage or software or data illegally
obtained violation of the second constitution. So it broadens the obligation to —not just

Guam Congress Building, 163 Chalan Santo Papa, Hagtfia, Guam 96910
T: (671) 472-3586 | F: (671) 472-3589 | Email: senatorteriajeguam® gmail.com
www.senatorterlaje.com
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owning a particular encoder, anti skimming device, but any and all is more or less
inclusive. The language was intentionally incorporated in there to be sure that we cover
broader possibilities out there. Finally, I just want to highlight that there are some
businesses that use encoders and re-encoders- legitimate businesses for their operations,
so that's why it highlights the exemptions. We need to be able to recognize that there
are a number of businesses out there that certainly utilize that and the intent is to ensure
that these legitimate business continue to operate without being negatively affected.
Any individual that has the intent or would fall into this particular category of trying to
illegally obtain somecne’s identity, as well as their resources or money, certainly would
be captured in this proposal; they would be prosecuted to the fullest extent of the law.
It’s all about identity theft, and trying to serve us a preventive mechanism but also
empowers the law enforcement entities so they would have a law on their side. That
way, they can immediately confiscate these items and then allow for the Attorney
General’s office or the Guam Police Department to carry out their respective
responsibilities. Ijust wanted to highlight those particular provisions in the proposal.
Thank you very much. Thank you Madame Chair.

Vice Speaker Therese Terlaje

Thank you very much, Thank you again to my colleagues for being here and the panel
for your questions. Thank you again Dr. McNinch and Attorney Rapadas for your very
helpful testimonies, and for helping us to really protect the people of Guam from this
type of crime. There being no additional individuals for testimonies, this committee will
continue to remain open until July 31, 2017 for the acceptance of any additional
information or public testimony on the agenda items. You may submit testimony to my
office directly here at the Guam Congress Building, the mailroom at the Guam

Legislature or through email at senatorterlajeguam@gmail.com .

The public hearing is now adjourned. The time is 10:49 AM. Thank you very much.

FINDINGS & RECOMMENDATIONS

The Committee on Culture and Justice hereby reports out Bill No. 104-34 (COR), As
Corrected by the Prime Sponsor- AN ACT TO ADD A NEW ARTICLE 7 TO CHAPTER
46 OF TITLE 9, GUAM CODE ANNOTATED, AND TO REPEAL ARTICLE 3 OF
CHAPTER 43, TITLE 9 GUAM CODE ANNOTATED, RELATIVE TO ESTABLISHING
THE “ANTI-SKIMMING ACT OF 2017,” to I Mina'trentai Kudttro na Liheslaturan Guéhan,
with the recommendation __ "|2 D0 VALS

Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910
T: (671) 472-3586 | F: (671) 472-3589 | Email: senatorterlajegnam@ gmail.com
www.senatorterlaje.com
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Bill No, l04—24(@12>

Introduced by: FRANK B. AGUON, J

AN ACT TO ADD A NEW ARTICLE 7 TO CHAPTER
46 OF TITLE 9, GUAM CODE ANNOTATED,
RELATIVE TO ESTABLISHING THE “ANTI-
SKIMMING ACT OF 2017.”

BE IT ENACTED BY THE PEOPLE OF GUAM:
Section 1. A new Article 7 is hereby added to Chapter 46 of Title 9, Guam Code

oS 2 1- e

Annotated, to read as follows:
“Article 7
§46.701.  Title,
§46.702. _ Definitions.
§ 46.703. _Violations.
§ 46.704.  Penalties.
§ 46.705. _ Miscellaneous Provisions.
8§ 46.701. Title, This Article shall be cited as the “Anti-skimming Act of 2017.”
§ 46.702. Definitions.

As used in this Article, unless the context in which they are used requires a

different meaning:

(a) “Authorized card user” means any person with permission to _use any

payment card to obtain, purchase, or receive goods, services, money, or anvthing else

of value from a merchant.

(b)Y “Merchant” means an owner or operator of any retail mercantile

establishment or any agent, emplovee, lessee, consignee, officer, director, franchisee,

1
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or independent contractor of such owner or operator who receives from an authorized

user, a payment card or information from a payment card, or what the merchant believes

to be a payvment card or information from a payment card, as the instrument for

obtaining, purchasing or receiving goods, services, money, or anvthing else of value

from the merchant.

(c) “Payment card” means a credit card, charge card, debit card, hotel key card,

stored value card, or any other card that is issued to an authorized card user and that

allows the user to obtain, purchase, or recelve goods, services, money, or anything else

of value from a merchant,

(d) “Re-encoder” means an electronic device that places encoded information

from the magnetic strip or stripe of a payment card onto the magnetic strip or stripe of

a different payment card.

(e) “Scanning device” means a scanner, reader or any other electronic device

that is used .to access., read, scan, obtain, memorize, or store. temporarily or

permanently, information encoded on the magnetic strip or stripe of a payment card.

§ 46.703. Violations.

It shall be unlawiul for any person to do anv of the following:

(a) Use a scanning device to access, read, obtain, memorize, or store,

temporarily or permanently, information encoded on the magnetic strip or stripe of a

payment card without the permission of the authorized user of the payment card and

with the intent to defraud the authorized user, the issuer of the authorized user’s

payment card, or a merchant;

(b) Use a re-encoder to place information encoded on the magnetic strip or stripe

of a payment card onto the magnetic strip or stripe of a different card without the

permission of the authorized user of the card from which the information is being re-
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encoded and with the intent to defraud the authorized user, the issuer of the authorized

user’s payment card, or a merchant: or

(c) Possess a scanning device or re-encoder with the intent to use the scanning

device or re-encoder for an unlawful purpose, except as provided in § 46.705(c) of this
Article.

§ 46.704. Penalties.
(a) Anv person who violates the provisions of § 46.703 of this Article shall be

punished, upon conviction, by a sentence of imprisonment for not more than one (1)

vear, or fined not more than five thousand dollars ($5.000), or both.

(b) Upon any subsequent conviction of the provisions of § 46.703 of this Article,

the offender shall be punished by a sentence of imprisonment for a period not more than

ten (10) vears, or may be fined not more than twenty thousand dollars ($20,000), or

both.

(c) Any person who, directly or indirectly, by agent or otherwise, uses a scanning

device and a re-encoder in violation of §8§ 46.703 (a) and (b) of this Article shall be

punished, upon conviction, by a sentence of imprisonment for not more than five (5)

vears, or fined not more than ten thousand dollars ($10,000). or both.

(d) In addition to the penalties provided in Subsections (a), (b) and (c) of this

Section, a person convicted under this Article shall be ordered to make full restitution

to the victim and any other person who has suffered a financial loss as a direct result of

the offense. If a person ordered to make restitution pursuant to this Article is found to

be indigent and therefore unable to make restitution in full at the time of conviction, the

court shall order a periodic payment plan consistent with the person’s financial ability.

§ 46.705. Miscellaneous Provisions.



1 (a) Any scanning device or re-encoder, as described in § 46.702 of this Article,
2 that is owned by the defendant and possessed or used in violation of § 46.703 of this
3  Article, may be seized and destroyed as contraband.

4 (b) Any computer, computer system, computer network, ot any software or data,

5 owned by the defendant, which is used during the commission of any of the activities

6 described in § 46.703 of this Article, or any computer, owned by the defendant, which

7  is used as a repository for the storage of software or data illegally obtained in violation

8  of this Section, shall be subject to forfeiture.

9 (c) Exempt persons. The provisions of this Article shall not apply to any person
10 who, without the intent to defraud or commit an unlawful act, possesses or uses a
11 scanning device or re-encoder:

12 (1) In the ordinary course of his or her business or employment; or

13 (2) Pursuant to a financial transaction entered into with an authorized

14 user of a payment card who has given permission for the financial
15 transaction.

16 (d) Forfeiture upon entry. With the exception of persons described in § 46.705(c)

17  of this Article, any person, upon entry thiough any ports of Guam, in possession of a

18 re-encoder or scanning device, as defined in §8§ 46.602(d) and (e), may be subject to

19 forfeiture by law enforcement officials.”
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Bill No. 104-34 (COR)

As Corrected by the Prime Sponsor

Introduced by: FRANK B. AGUON, Jfle

BE IT ENACTED BY THE PEOPLE OF GUAM:

AN ACT TO ADD A NEW ARTICLE 7 TO CHAPTER
46 OF TITLE 9, GUAM CODE ANNOTATED, AND TO
REPEAL ARTICLE 3 OF CHAPTER 43, TITLE 9,
GUAM CODE ANNOTATED, RELATIVE TO
ESTABLISHING THE “ANTI-SKIMMING ACT OF
2017.”

Section 1, A new Article 7 is hereby added to Chapter 46 of Title 9, Guam Code

Annotated, to read as follows:

“Article 7
§46.701.  Title.
§ 46.702.  Definitions.
§ 46.703.  Violations,
§ 46.704. _ Penalties.
§ 46.705. Miscellaneous Provisions.

§ 46.701. Title. This Article shall be cited as the “Anti-skimming Act of 2017.”

§ 46.702, Definitions,

As used in this Article, unless the context in which they are used requires a

different meaning:




1
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7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

«Authorized card user” means ail erson with ermission to use ai

a [
payment card to obtain, purchase, OF receive goods. services, money, of anything, else
fyalue froma merchant

of value from & IHISLR2=ems

erator _of ax retail mercantile

(b) «Merchant” means an owner orf Op Vi

establishment ot any agent, emplovyee, lessee, consignee. officet, director, franchisee,
P whner ot operator who receives from an authorized

or independent contractor of such 0

u a payment card, or what the merchant believes

ser, apayrnent card or information from a pay \
paym a payment card, as the instrament for

to be a pa
obtainin urchasing O receivin oods, services money., or an hing else of value

from th

e metchant
) “Payment card” means at credit card charge card debit card hotel ke card

stored value card, or any other card that is issued to an authorized card user and that
or anythin else

e from 2 merchant.

f valu
d “Re-encoder” means an electronic device that laces encoded information

of a payment card onto the ma. netic strp OF strine_of

ment card.

a different pa
o) “Scannin device” means 2 scannet reader or 8 other electronic device
iy _or

that 1S used fo acCcess read, scan obtain memotize, oL store, tem oraril
a payment card.

§ 46.703. Violations.
hall be anlawful for an erson to do ai of the following:

() Use 2 scanning device to access, read. obtain, memotize. Of store,

ily or ermanentl information encoded on the magnetc




OO0 Ny Ul W N

NN ON NN NN & = o 2 | e e
c\mﬂaoamr-\c:\ooo\:oxmppwmn—\g

with the intent to defraud the authorized user, the issuer of the authorized user’s

payment card, or a merchant;

(b) Use a re-encoder to place information encoded on the magnetic strip or stripe
of a payment card onto the magnetic strip or stripe of a different card without the

permission of the quthorized user of the card from which the information is being re-

encoded and with the intent to defraud the authorized user, the issuer of the authorized

user’s payment card, or a merchant; or
(c) Possess a scanning device or re-encoder with the intent to use the scanning

device or re-encoder for an unlawful purpose, except as provided in § 46.705(c) of this

Article.
8 46.704. Penalties.
(2) Any person who violates the provisions of § 46.703 of this Article shall be

punished. upon conviction, by a sentence of imprisonment for not more than one (1)

year, or fined not more than five thousand dollars ($5.000). or both.

(b) Upon any subsequent conviction of the provisions of § 46.703 of this Article,

the offender shall be punished by a sentence of imprisonment for a period not more than

ten (10) vears, or may be fined not more than twenty thousand dollars ($20,000), or
both.
(¢) Any person who, directly or indirectly, by agent or otherwise, uses a scanning

device and a re-encoder in violation of §§ 46.703 (a) and (b) of this Article shall be

punished, upon conviction, by a sentence of imprisonment for not more than five (5)

years, or fined not more than ten thousand dollars ($10.000). or both,

(d) In addition to the penalties provided in Subsections (a). (b) and (¢) of this

Section, a person convicted under this Article shall be ordered to make full restitution

to the victim and anv other person who has suffered a financial loss as a direct resnit of

the offense. If a person ordered to make restitution pursuant to this Axticle is found to

3
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be indigent and therefore unable to make restitution in full at the time of conviction, the

court shall order a periodic payment plan consistent with the person’s financial ability.

§ 46.705. Miscellaneous Provisions.
(a) Any scanning device or re-encoder, as described in § 46.702 of this Article,

that is owned by the defendant and possessed or used in violation of § 46.703 of this

Article, may be seized and destroved as contraband.

(b) Anv computer, computer system, computer network, or any software or data,

owned by the defendant, which is used during the commission of any of the activities
described in § 46.703 of this Article, or any computer, owned by the defendant, which

is used as a repository for the storage of software or data illegally obtained in violation

of this Section, skall be subject to forfeiture.
(¢)’ Exempt persons. The provisions of this Article shall not apply to any person

who, without the intent to defraud or commit an unlawful act, possesses or uses @

scanning device or re-encoder:

(1) In the ordinary course of his or her business or employment; or

(2) Pursuant to a financial transaction entered into with an authorized

user of a pavment card who has given permission for the financial

transaction.

(d) Forfeiture upon entry. With the exception of persons described in § 46.705(c)

of this Article. any person, upon entry through any ports of Guam, in possession of a

re-encoder or scanning device, as defined in 8§ 46.602(d) and (e), may be subject to

forfeiture by law enforcement officials.”
Section 2. Repeal of Article 3 of Chapter 43, Title 9, Guam Code Annotated.
Article 3 of Chapter 43, Title 9, Guam Code Annotated, is hereby repealed in its

entirety.
“ARTICI-IE3
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COMMITTEE ON RULES

Senator Michael F.QQ. San Nicolas, Chairman
I Mina'Trentai Kudttro na Lilieslaturan Gudlan « 34 Guam Legislature

June 23, 2017

MEMO

To: Rennae Meno
Clerk of the Legistature

From: Senator Michael F.Q. San Nicolas
Chairman of the Committee on Rules

Re: Fiscal Notes

Buenas yan Héafa adai.

Attached, please find the fiscal notes for the following bills:
Bill No. 104-34 (COR)
Bill No. 115-34 (COR)

Please forward the same to Management Information Services (MIS) for posting on our
website.

For any questions or concerns, please feel free to contact Christian Valencia, Committee
on Rules Director, at 472-2461.

Thank you for your attention to this important matter.

Respectfully,

Senator Michael F.Q. $3n Nicolas
Chairman of the Commi

Telephone: (671) 472-6453 ¢ Email address: corguamlegislature@gmail.com



Burean of Budget & Management Research
Fiscal Note of Bill No. 104.34 {COR)

AN ACT TO ADD A NEW ARTICLE 7 TO CHAPTER 46 OF TITLE %, GUAM CODE ANNOTATED, AND TOQ REPEAL ARTICLE 3
OF CHAPTER 43, TITLE 9, GUAM CODE ANNOTATED, RELATIVE TO ESTABLISHING THE "ANTI-SKIMMING ACT OF 2017,"

R

Depurtment/Agency Appropristion Information

Dept/Agency Alfected: Office of the Altormey General

Dept/Agency Head: Elizabeth Barrett-Anderson,

Attorney General

Department's Genernl Fund (GI) appropriation(s) (o date: $16,165,153
Depurtment's Gther Fund (Specify) apprapriation(s) to dnte: 50
Totul Depariment/Apency Approprintion(s) to dute: $16,165,153
Fund Source Information of Proposed Appropriation
T, (Specify Specinl S
General Fund: Fund): Fotel;
FY 2016 Unreserved Fund Balunce $0| $0i
FY 2017 Adopted Revenues 50| sof su
FY 2017 Appro. (P.L 33-185 thrw ___) sof s| so
Sub-total: $0| sof $0I
Less appropriation in Bill $0I $0 $l]|
Totanl: $0| $0 $0I
Estimatead Fizcal Impact of Bill
One Full For Remninder of
e FY 2017 FY 2018 FY 2019 FY 2020 FY 2021
Fiscal Year . s
(if applicable)
IGencral Fund 1/ $0] $0 $0 50 $o
Specinl Fund $0 $0I $0 $0I $0 $0]
Totnl I_II ﬂ!l 50 ﬂl 50 gl
1. Does the hill contoin “revenve generating” provisions? {1 Yes /X7 No
If Yes, see attnchment
2, Is amonnt approprinted adequate to fund the Intent of the appropristion? 1X7 NA ! I Yes {1/ Na
If no, what is the additional nmaunt required? $ 11X/ N/A
3. Docs the Bill establisly a new program/agency? !/ Yes X/ No
If yes, will the program duplicate existing progrums/agencies? 1X1 NA 1} Yes !/ [ Neo
Is 1there a Federal mondate (o establish the program/agency? /! Yes 11X/ No
4. Will the enactment of this Bill require new physical facilities? 1 Yes X/ No
5. Was Fiseal Note coordinated with the affected dept/ngeney? 1T ho, indicate renson: IX! Yes { 1 Ne

!/ Requesfed agency comments not received by due date

/

{ Ciher:

1/ See atinched comments.

— — P
Anulysts V' s Dute: VC Jon 17 Direcior: il 4 Date: I"M 2 2 201,
J st’. t‘ruz. Jr., Mﬂ. Leslep{[.. Carlson, Jr, Acting Direc
Notess




BUREAU OF BUDGET AND MANAGEMENT RESEARCH
COMMENTS ON BILL NO. [104-34 (COR)

The proposed legislation intends to add a new Article 7 to Chapter 46 of Title 9, Guam Code Annotated,
and to repeal Article 3 of Chapter 43, Title 9, Guam Code Annotated, relative to establishing the “Ant-
Skimming Act of 20177

Based on the current Skimming Act, convicted individuals would be charged with a third degree felony
for the first offense and a second degree for any subsequent offenses. Per Article 2, Chapter 80, Title 9,
GCA, individuals charged with a second degree felony shall serve no less than three (3) years and not
more than ten (10} years. Individuals who are charged with a third degree felony would serve not more
than five (5) years. The penalties proposed in the new legislation states that individuals who violate the
provisions of § 46.703 upon conviction would serve no more than one (1) year, or fined not more than
five thousand dollars (35,000), or both, Any subsequent conviction of the provisions the offender would
be imprisoned not more than ten (10) years, or may be fined not more than twenty thousand dollars
($20,000), or both. Any person who directly or indirectly uses a scanning device and re-encoder would
serve not more than five (3) years, or be fined not more than ten thousand dollars ($10,000), or both. In
addition to the penalties provided, an offender convicted under this article shall be ordered to make full
restitution to anyone who may have suffered a financial lost as a direct resuit of the offense.

There, is a possible fiscal impact as the new penalties proposed will reduce the sentencing time as
compared to the current mandate. The decrease in years would save the Government of Guam cost for
housing violators in our local prison system, The Bureau is not able to provide the overall cost impact
absent additional data including arrest rates for violations outlined in the bill, average incarceration
periods on Guam for the said violations, etc.

1ifPape
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Man in possession of ATM skimming devices

arrested

By Ferdie De La Torre | Posted on May 02 2016

Tag: ATM, CBP, China, FB]

Federal Bureau of Investigation special
agents arrested on Friday a Chinese man
who was allegedly found concealing In his
luggage ATM skimming devices.

Xiaolin Yang was served with an arrest
warrant issued by U.S. District Court for the
NMI Magistrate judge Heather L. Kennedy on
Friday after the U.S. government filed a
complaint charging him with illegal
possession of device-making equipment.

At an Initial court appearance on Friday
afternoon, Kennedy granted assistant U.S.
attorney Garth Backe’s motion for a
detention hearing.

FBI photos compare skimming devices selzed from Xlaolln Yang
with that of Bank of Guam in Garapan that aliegedly conflrmed the
INegai card readers were an exact match with the factory Installed

card readers present on the bank's ATM machines, (Contrlhuted
Photo)

Kennedy set the detention hearing for May 4 at 9am and the prediminary hearing for May 15,

Attorney Mark B, Hanson was appointed as counsel for Yang.

According to FBI special agent Haejun Park in his affidavit, Yang arrived on Saipan onboard Asiana
Alrlines Flight No, 625 from Hong Kong via Incheon, Korea on Thursday early morning.

Park said during immigration processing by U.S. Customs and Border Protection, Yang acted
suspiclously so he was required to undergo additional screening.

Park said during this additional screening, ATM skimming devices were found inside his luggage,

.tp:.o‘lwww.salpantrlbune.comfindsx.php,fman-possessIon—atm-sklmming-dev]ces-arrestedj
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Park sald ATM skimming device is a device typically fastened over the top of the factory installed card
reader,

Together with a small hidden camera, this device is used by criminals to capture the data from the
magnetic stripe on the back of an ATM card {“access device") as well as the customer’s inputted
persanal identification number (PIN),

The captured data is later transferred onte a fraudulent ATM card and the captured PIN is used to
withdraw money from the account.

Park said Yang acknowledged that he recelved the devices in China from his friend, who instructed
him to just bring them to Salpan and that the friend would follow him.

Park said recognizing the appearance of the seized green-colored card readers, he went to Bank of
Guam in Garapan and confirmed the illegal card readers were an exact match with the factory-
installed card readers present on the bank's ATM machines.

While being detained and after all other passengers had departed the airport, CBP officers noticed an
Asian male walting in the passenger arrival area outside the terminal.

CBP officers approached the man who stated he was waiting for a passenger. The man, who
produced a CNMI driver’s license, refused to provide the passenger’s name.

About 20 minutes later, CBP officers noticed the same man once again in the passenger arrival area.
When CBP officers approached him, he immediately left the area.

Park said during his Interview, Yang disclosed that his friend in China made reservations for him at
the Holiday Hotel,

Park said in his consent search of Yang's belongings he found an iPhone 6, In which in the phone's
chat history, messages between Yang and his friend in China were discovered.

Park sald the messages include the friend glving detailed instructions about traveling to Saipan and
what to do upon arrival.

Park inspected the devices and determined that they consisted of two green-colored card readers and
six grey-colored plastic panels with pinhale cameras secreted inside.

Park said Bank of Guam vice president and CNMI regional manager Marcle Tomokane confirmed that
BOG was not expecting any service to be performed on any of its ATM machines on Saipan and added
that such device was performed by technicians from the U.S. mainland.

Park leads the FBI's Investigation inte the skimming devices that were discovered earlier last April on
two ATM machines at First Hawallan Bank in Oleal.

Last April 9, the FBI released 10 photos of individuals wanted by the FBI for questioning in connection
to the recent electronic thefts from First Hawalian Bank accounts held by Saipan residents.

FHB stated that card skimming through their ATMs was believed to be the cause of the unauthorized
transactions made In various FHB accounts.

http:f{www.salpantribune.com/index.php/man-possession-atm-skimming-devices-arrested/ Page 2 of .



(fopied ATM parts seized, possible theft averted

{ Gaynor Dumat-ol Daleno, PDN  Published 12:45 a.m. ChT May 3, 2016 | Updated 12:45 a.m, ChT May 3], 2016

A sophisticated scheme to steal from banks and their customers has reached the Western Pacific, as shown in
the recent discovery of attempts to smuggle ATM parts from China into Saipan and from Indonesia into Palau.

In Saipan, ATM parts — called card readers — “were an exact match with the two factory-installed card
readers” on certain Bank of Guam ATMs on the island, according to an FBI agent's affidavit in the U.S. District
Court for the Commonwealth of the Northern Mariana Islands.

Federal authorities in Saipan are holding a Chinese citizen, Xiaolin Yang, who was arrested at the Saipan
International Afrport after arriving on a flight from Hong Kong via South Korea on April 28, court documents
stated.

The U.8. gavernment is working on notifying a China consular office on the atrest of Yang, who's represented
by a court-appointed attorney, according fo court documents.
Do be an easy target for identity theft
(hitp:/fwww.guampdn.com/story/news/2016/04/24/dont-easy-target-identity-
theft/83375430/)

(Photo: Courtasy FBI)

Pailau intercept

In a saparate case in Palau, local authorities on April 21 intercepted another set of ATM skimming devices — hidden in a DVD player — sent from
Indonesia, according to Palat’s Financial Intelligence Unit Monday.

The skimming devices would have been compatible for use with ATM devices of banks in Palau, but they were Intercepted during local customs
inspections, according to the unit.

The package was sent through FedEx, and addressed to a name that's similar, but with a slight spelling variation, to that of a tourist in Palau with a
Romanian passport, according to the unit. The tourist denied any participation in the shipment and wasn't arrested, according to the unit.

{Story continues below,)

Ip:ﬂwww.guampdn.com}sloryfnews[2016]05[02/copled-atm-parts-selzed-posslble—theft-—avertedlsam2334] Page 1 0of 3
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e

' (Photo: FBI affidavit filed In the U.S. District Court for the Norlhern Marianas)

Yang in custody

In Saipan, Yang appeared in federal court Monday morning on charges related to possession of ATM "_skimming” devices, and was returned to the
custody of the U.S. Marshal Service after the hearing, court documents show. '

Skimming devices steal information from the magnetic strip of debit and credit cards and, along with a secret camera, get the cardholders’ PIN as the
cards are being used in an ATM, according to the FBI.

Financial thieves then use the stolen information to copy the card to withdraw cash out of cardholders' accounts.
Court documents don't indicate whether Bank of Guam and its customers had been a victim of skimming.

FBI Special Agent Haejun Park's affidavit in Yang's case does acknowledge that two skimming devices were discovered on fwo ATls at First Hawaiian
Bank's branch in Oleai, Saipan (/story/news/2016/04/1 3/fbi-needs-help-finding-bank-theft-witnesses/83013702/).

{Story continues below.}

Skimming at FHB Saipan - Bullsreen

Park, a special agent for 16 years, stated he's the lead FBI investigator into the skimming devices fonfrﬂ'a_rﬁ_‘ﬂmilmtﬁfﬁlﬂ%era was no
indication in court documents that the theft of money from FHB ATMs was directly related to the Yand'aﬁgb‘."d“als wanted for

questioning
The FBI last month released photos of several individuals whose faces were captured in March in front of FHB ATMs in Saipan.
The FBI agent's affidavit states Yang acknowledged during the investigation that the defendant received the skimming devices in China from a friend,
identified only In court documents through the intials Z.Y.Z.

Yang acknowledged he knew the devices were in his luggage, but denied knowing what they were used for, the FBI agent's affidavit states.

Yang allegedly told investigators Z.Y.Z. instructed him to carry the devices to Saipan, and 2.Y.Z. would fly separately from China to retrieve them.

http:ffwww.guampdn.com/story/news/2016/05/02/copied-atm-parts-seized-possible-theft-averted/83812384/ Page 2 of .
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~ Bank says Saipan ATiMs cou d have been skimmed
{http:/iwww, guam pdn,com[storﬂ newsf201 610&/0§Ibank-says-saipan—atms—could-
haye-been-skimmed:’82§88900/)_

On Yang's iPhone 6, messages from Z.Y.Z. show that Z.Y.Z. had given Yang “detailed instructions about traveling to Saipan and what to do upon arrival {
according to the affidavit. Yang's Salpan stay was booked at the Holiday hotel, according to court documents.

The skimming devices found in Yang's luggage consisted of *two green-colored card readers and six grey-colored plastic panels with pinhole cameras
secreted inside,” the FBI agent's affidavit states.

Yang might flee, so he's being held in the custody of U.S. Marshals Service untit a hearing on May 4 to determine if he should remain detained while
awaiting further court proceedings.

During immigration processing by U.8. Customs and Border Protection, Yang acted “in a suspicious manner,” which led to a second, more thorough
search of his luggage.

Read or Share this story: hltp:llwww.guampdn.comlstorylnewsl201 5[05.’02]copied-atm—parts-seized-possible-theft—averted183812384!
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How safe are ATMs from skimming? Not very

" Steve Welsman, Specinl for USA TODAY  Published 12:31 a.m. ChT Sept. 11, 2016 | Updated 12:31 a.m. ChT Sept. 11, 2016

ATM robbery via "skimming" is increasing dramatically. According to FICO Card Alert Service, a company that
moniters ATM activity for banks, ATM skimming attacks increased by 546% from 2014 to 2015 and this trend
shows no indication of slowing down In 20186,

Skimmers are small devices that can be attached to the card readers of ATMs that capture data from your card
when you insert it into the ATM. This problem is made worse by the fact that ATMs still are using the old-
fashioned magnetic strip cards rather than being updated to process the EMV chip cards that create a new
(Photo: Thinkstock) code for avery transaction that would render the skimmer uselgss,

Trade regulations requiring the switch to chip cards for ATMs go Into effect for ATM transactions using MasterCard cards Oct. 1 and for VISA cards a year
later — on Oct. 1, 2017. These regulations, however, are not laws, but rather rules of the banks and companies that process card payments that shift
liability for fraudulent card use to companies not switching over to EMV chip card technology hefore the deadlines. The National ATM Council predicts
that less than half of ATMs will be EMV card compliant by October 20186,

However, things aren't as bad as you think. They are far worse,

In 2014 two 14 year old boys in Canada obtained an ATM operator's manuzal and decided to try out the instructions to sea if they could gain access to an
ATM. They went to an ATM at a local supermarket and were surprised to find that the operator's manual gave them all of the information they needed to
reprogram the ATM with the exception of the password for tha ATM, which they managed to guess on their first try by using 000000 which is a common
default setting for many ATMs. The boys did not take advantage of the lax security of the Bank of Montreal ATM they hacked, but rather reported it to the
banls.

The locks used to secure the inner workings of ATMs are often not only easy to open, but manufacturers use the same locks for all of their machines.
Keys to these locks are easily obtained online. Banks could avold this preblem by merely changing the locks, but most don't bother te do so,

As for the computer system used to operate ATMs, the majority of ATMs still use Windows XP operating system, for which Microsoft stopped issuing
secuiity updates In April of 2014 because the program was too vulnerable and outdated.,

Malware programs attacking the software programs that oparate ATMs have been around since 2009. Some have the ability to not anly reprogram the
ATM to spit out cash, but also enable the criminal to obtain data including the account number and PIN from debit cards pracessed at the ATM thereby
putting those accounts in jeopardy. '

Enterpiising criminals recanily managed to hack 21 ATMs of the Government Savings Bank In Thailand stealing approximately $350,000. In this case,
the hackers inserted a malware infected card Into the ATMs that reprogrammed the ATMs to allow them to withdraw money from the ATMs directly
without being allocated to any particular account. Inserting malware through portable USB external hard drives into ATMs and reprogramming them to
release cash is also becoming more common.

Other criminals have used commen phishing and spear phishing techniques to trick bank employees into downloading malware on to their computers
that, in turn, provide access to the computer programs that control the ATMs not only giving the thieves access to the machines, but also the ability to
increase the limit on ATM withdrawals thereby enabling the thieves to get more monsy quicker from the infected ATMs.

The banking industry has got to do a better job of keeping pace with the attacks on ATMs by increasingly sophisticated eriminals. Switching to EMV chip

cards will significantly improve ATM security from skimmer attacks, but it won't help against the mare advanced hackers attacking ATMs by changing the
ATMs' programming. Greater attention has to be brought to the vulnerabilities of the entire ATM processing system,

:p:/lwww.guampdn.com[slDry/money/columnistfzm6]0911Olhow—safe-atms-sklmming-not-verwBQ225960[ Page 1 0of 2
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Citigroup Is working with ATM manufacturer Digbold on a new ATM that will scan your iris to authorize the ATM to provide a cash amount that you select
through the bank's app on your smartpheone so you never have to even insert a card into the machine. Other banks including J.P. Morgan and Bank of
Amarica have also been testing cardless ATMs. Certainly we will not be seeing a wholesale changeover from the familiar card swiping ATMs in the near
future, but the use of biometrics, such as iris scanners and dual factor authentication present a promising alternative to the ATMs of today.

So what can you do to protect yourself?

The first line of defense is to always check the particular ATM you are using for evidence of tampering such as laose fitting pieces in the slot whera you
insert your card. This could indicate the installation of a skimmer. However, this will do nothing to protect you from a malware infected ATM. The best
thing you can do to protect yourself from that kind of attack is to regularly monitor your account balance online so that if you do become a victim of
idantily theft due to someane getting access to your account through an ATM, you can limit the damage and report it to the bank immediately. If you do
s0 promptly, the Electronic Funds Transfer Act protects you from any personal liability for any money stolen.

Steve Weisman, an expert in preventing cyberscams and identily theft, is a lawyer and profassor af Benllsy University. He writes lhe blog scamicide.com
{hlto:www, scamicide.com/), where he provides daily updata information about the latest scams. His new book is Identity Theft Alert.

Read or Share this story: hitp:/fusat.ly/2ceQivi

http://www.guampdn.com/story/moneyfcolumnist/2016/09/10/how-safe-atms-skimming-not-very/88225960/ Page 2 of
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Closer ties to fight skimming, bank fraud

By Jon Perez | Posted on Mar 03 2017
Tag: CNMI, FHB, GBA, Saipan Tribune

Closer cooperation among Guam Banking Association members and other institutions could help them
fight off skimmers and other bank fraud.

GBA is a group of banking and financial institutions in the region. Bank of Guam, Bank of Hawaii, Bank
Pacific, and First Hawaiian Bank are some of its members.

FHB was a recent victim of skimmers; some of the bank’s clients’ accounts were compromised. The
Federal Bureau of Investigation has a continuing investigation, resulting in arrests and prosecutions.

In 2010, GBA also alerted its members and the public of a fraudulent phone call and text scam. The
scam begins with a text message that had a phone number and asks the client to call their local bank.
A recorded message will answer the client once they call the phone number and they will be informed
that their account is going fo be deactivated. The recorded message would then ask the caller for their
16-digit credit card number.

GBA, back then, warned their clients to disregard the message—banking institutions don't solicit for
persenal information of their account holders via email, phone, or text message.

BoG senior vice president and chief communications officer Jackie A. Marati said their institution had
also been a victim of skimmers, and they have tightened their security measures to prevent similar
incidents from happening.

“[BaG] has a mechanism in place to detect skimming and other types of fraud, as well as procedures
for handling card compromises that protect the interests of our customers,” said Marati in an email to
he Salpan Tribune.

"We have tested policies and procedures to handle these matters,” added Marati, when asked if they
also have precautionary measures to prevent skimming incidents and other forms of bank fraud.

She added that GBA members also work closely to combat any form of bank fraud. * We work closely
with our counterparts at other local financial institutions to combat fraud and ensure that our mutual
customers’ inferests are protected.”

https/fwww.salpantribune.com/findex.php/closer-ties-fight-skimming-bank-fraud/
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Closer ties to fight skimming, bank fraud - Saipan News, Headlines, Events, Ads | Saipan Tribune

Although it has yet to experience bank fraud, BankPacific has installed tighter security features for its
automated teller machines.

“We have never been a victim of skimming devices. We check all of our ATMs throughout our system
daily to ensure no devices have been inserted. All ATMs have camera surveillance to target any
possible 'shenanigans,™ said BankPacific president, CEO, and board chair Philip Flores in a separate
email to Saipan Tribune.

The GBA or any of its member banks also immediately sends out an alert once a member falls prey to
cyber criminals. “[Once] other banks have been hit they immediately inform all others so we can all
check our respeciive ATMs [as soon as possible]. It's a professionat courtesy shared amaongst the
banks,” Flores added.

Bank of Hawaii has also not experienced any skimming device, said vice president for communications
Melissa Torres-Laing. “We do partner with a vendor to take preventive measures to help secure our
ATMs."

Bank of Saipan also said that they haven’t been victimized by skimmers, according to operations
manager Gina T. Hazen. :

FHB, meanwhile, sent letters to their cardholders to take precautionary measures for their respective
accounts. They also issued new cards with new account numbers as a precautionary measure.

Assistant vice president for card sales division Jon Lucina, in the letter, said FHB takes customer
privacy and account security seriously. “We monitor card accounts 24/7 and believe that your card
information may be at risk for unauthorized use.”

FHB suggested that their clients destroy their old cards as soon as they recelve the new one, with the
new personal identification number to be mailed separately. The old cards became invalid last Feb. 22
and they advised their clients to update their PIN by either calling FHB at (800) 545-6300 or by visiting
their two branches on Salpan.

“We will continue to monitor activity on your account 24/7. You can help us protect your account by
reviewing your monthly account statements carefully and notifying us immediately of any unauthorized
transaclions,” said Lucina, who added that customers can call (808) 847-4444 or (800) 342-2778 for
any gquestions.

Mare secure ATMs

Rep. Joseph Leepan T. Guerrero {R-Saipan) said CNMI banks should install new and more secure
ATMs that could easily detect a skimming device that has been put in place. He added that he would
meet with Commerce Secretary Mark O. Rabaullman and Division of Banking officials to address the
issue.

“To see how we could ask the banking institutions to retrofit their ATMs to the latest technology where
all of these skimming devices could easily be detected. Apparently, most ATMs that are currently being
used here are no longer compatible or outdated,” Guerrero told Saipan Tribune.

“It boils down to making sure ATMs on the island are new and are equipped with the latest security
measures to avoid insertion of skimming devices. Criminals would create new devices and new ways to -
commit fraud. Criminals out there also innovate,” said Guerrero.

He suggests that banks in the CNMI should be proactive in addressing this and other concems
regarding bank fraud so their clients could immediately make transactions.
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“The depositors, who are victims and being scammed with their accounts, that is their livelihood and

they depend on it. The waiting time is long, for them to be compensated for their loss. They are not able
to withdraw money or do any transaction,” added Guerrero, who revealed that he also fell prey to
skimmers and his account was also compromised.

TODAY'S FRONT PAGE

“It's a good thing and | was lucky that it was identified immediately. [Still], | had to wait for a
replacement card that took two weeks, | was unable to withdraw money. The same thing happens with
5 other cardholders. The bank will cease the usage of the card once their customers’ account is
!8 ﬂays ieﬁ h&fﬂf& deaﬂl!ne compromised so you could no longer use it for transactions.”
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Jon Perez | Reporter

Jon Perez has been covering local and international sports events for more
1 than 15 years. His sports wilting career started when he joined the weekly
L., DAWN, University of the East's student newspaper, when he was in college.
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Aguon crafts bill to prevent identity theft by

skimming

Posted: Jun 09, 2017 2:40 PM
Updated: Jun 16, 2017 2:40 PM

While technology has evolved, the Digital Age has also made it easier for ¢riminals
to access and steal your Identity. One senator is taking action to ensure the most
recent advancement in [dentity theft tools is illegal.

By Valerie Malgue

oo ——
i

Computer hacking, e-mail scams, and phlishing - are all ways to get your identity
stolen. And now the latest in identity theft - skimming devices - have made their
way to Guam. To combat the potential damage these devices could do, Senator
Frank Aguon Jr. introduced Bill 104 - the Anti-Skimming Act of 2017.

Skimmers are tricky, They use hidden electronlics to steal the personal information
stored on your debit card and record your PIN number to access all that hard-
earned cash in your account, That's why skimming takes two separate
components to work, The first part is the skimmaer itself- a card reader placed over
the ATM's real card slot. When you slide your card into the ATM, you're unwittingly
sliding it through the counterfeit reader, which scans and stores ali the information
on the magnetic strip.

Some thieves take the old-fashioned route and crack an ATM right open, but
skimming is more quiet and a more high-tech form of identity theft at ATMs. Or, as
Senator Aguon pointed out, "Gas pumnps where, criminals could easily siphon your
information. Do a quick check of the card reader before you swipe."

Aguon said the legislation stems from an incident that occurred when immigrations
and customs enforcement officers last year. "They apprehended two individuals
with a bundle of credit cards, a credit card enceder, and skimming devices," he
said.

But because there are no local laws against skimming devices and their use - not
much could be done. "What this proposal would provide, is it would expand the
law, expand the violations for scanning devices and re-encoders and the use of
these particular devices, expand the penalties and further create miscellaneous
provisions, where in fact, it would be illegai to obtain credit card information or
personally identifiable information,” the senator explained.

Aguon also cautions Identity thieves, noting, "If, in fact, customs officers
apprehend these devices and these individuals that they are propetly prosecuted
to the fullest extent of the law."

There are ways you can protect yourself: cover your password with your hand, use
familiar ATMs and limit your visits, mmonitor your bank balances and transactions
frequently, observe the ATM or gas pump to make sure a card slot is legitimate
and not tacked on.

http:/fwww.kuam.com/story/35625661/2017/06/Friday/aguon-crafts-bill-to-prevent-identity-theft-by-skimming 112
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https:/fwww.postguam.com/business/blll-would-allow-officlals-to-selze-skimming-devices/article_28f1182a-6aaa-11e7-8{04-4b856efc57{8.html
Bill would allow officials to seize skimming devices

Louella Losinio | The Guam Daily Post  Jul 17, 2017

SUPPORT, CONCERNS: Danilo Rapadas, left, Bank of Guam senior vice president and general counsel, gave testimony supporting the intent of Bill 104 — the Anti-Skimming Act of 2017 —
with racommendations on how the bill could be improved yesterday. University of Guam Professar Ron MeNinch, right, also testified In support of the bill, David Castro/The Guam Daily

Post

A bill introduced by Sen. Frank Aguon Jr. repeals current anti-skimming statutes, allowing law enforcement officials to immediately seize any scanning
device or re-encoder upon entry threugh any port of Guam.

Likewise, any computer device, system, computer network, or any software and data used for skimming activities are also subject to seizure, as
proposed in the bill.

The committee on justice chaired by Vice Speaker Therese Terlaje yesterday heard Bill 104-34, which establishes the Anti-Skimming Act of 2017 and
updates applicable penalties.

"Skimming devices can steal an individual's identity by virtue of either a credit card or a debit card,” Aguen said while providing an overview of the

measure,

He mentioned several recent skimming incidents to underscore the need to update codes, including the incident where two Chinese nationals were
denied entry to Guam last year after being found in possession of a credit card reader and skimming device.
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According to Aguon, one of the Guam Customs and Quarantine Agency officers said they did not seize the items since these were not considered
prohibited or regulated items.

Aside from Guam, CNMI also reported several skimming incidents last year. In particular, Aguen said, the First Hawaiian Bank in Saipan identified
certain ATMs that were believed to have been targeted by fraudsters. He said Bank of Guam also reported several devices that looked similar to the
factory-installed card readers instalied in the ATM machines,

“This is a situation where we need to update the code con anti-skimming. The ability to restrict individuals from bringing in either card readers or card-
reading devices and ensure that there are appropriate penalties. That our law enforcement entities have the authority to be able to confiscate these
particular items, to hold these individuals in possession, and to allow for the judicial process to be carried out accordingly,” Aguon said.

'People do these crimes all over the place'

University of Guam Professor Ron MeNinch, who teaches fraud examination at the university, said skimming is an emeraing area of concern, and
provisions in the bill should address this fraudulent practice as a serial crime.

"People do these crimes all over the place and they tend to move a lot. And it could be that a person comes to Guam and they have been convicted
once or several times in other places. So when they come here and they do this crime it Is not the first time that they have ever done it."

Guam should consider setting up a fraud registry for serfal offenders, McNinch said.
Modiflcatlons to the law
Violators could be punished with imprisonment and subjected to fines up to $20,000.

Moreover, a person convicted of the crime shall be ordered to make full restitution to the victim and any other person who has suffered a financial loss
as a direct result of the offense.

Danilo M. Rapadas, BOG general counsel, said the bank supports the "spirit of the bill" but also raised cancerns over the modification of the penalty to a
misdemeanor and the possibility of offenders leaving the island.

"Basically, what we are looking at are violators who are generally not from Guam, and if the [aws are medified to change the penalty for first-time
offenders to a misdemeaner, viclators are more likely to flee Guam to avoid any kind of prosecution," he said.

Rapadas also expressed concern over the restitution provision of the measure.

He said, although well-intentioned, the addition of the language may limit the ability of financial institutions to recover their losses.

Louella Losinio
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BILL NO. 104-34 (COR) As Corrected by the Prime Sponsor
“An act to add a new Article 7 to Chapter 46 of Title 19, Guam Code Annotated,
and to repeal Article 3 of Chapter 43, Title 9, Guam Code Annotated, relative to

establishing the 'Anti-skimming Act of 2017'."

WAIVER

(A) FISCAL NOTE or

REFERRED TO:
Vice Speaker Therese M. Terlaje, Committee on Culture and Justice
(1) Requested by COR Date & Time:
W(YES o NO frl. 1o-311 §10°90 om
(2) Received by COR ate & Time:
\225 0 NO ﬁ\wfe (292 @ '73'+Ul’vm
(3) Waived by COR Date & Time:
o YES \NO
oo If YES:

(4) Bill contains appropriations or

to expend government funds? §”g§§ff§"§‘:m
LB ¥(NO 0 YES

(4/5)(a) Funding Availability
Note/Waiver (OFB) altached?

authorizations for appropriations | & YES
from any fund sources? O NO (Unable to file CMTE Report)
o YES ){NO
(4/5)(b) Funding source identified?
2GCA § 9101
O YES

O NO (Proceed to (A)(6))

(5) Bill contains an authorization | (4/5)(c) Funds available and

0 NO (Proceed to (A)(6))

(6) Restrictions Against Unfunded

O Identifies specific alternate funding source
O De-appropriates from previous

fiscal note

O Written certification by CMTE Chair that a
situation exists which “threatens the
safety, health and welfare of the
community"”

Appropriations (2 GCA § 9101) If no boxes checked:

appropriation with available funds and UNABLE TO PLACE ON

SESSION AGENDA
2GCA§ 9102

GUAM CONGRESS BUILDING « 163 CHALAN SANTQ PAPA « HAGATNA, GUAM 96910

Telephone:

{(671) 472-3455 » Limail address: corguamlegislature@gmail.com

Namra 1 ~f A



Committee Report Checklist on

Bill No. 104-34 (COR) AC sorfecied WM’?VM&QQW .

Part _\ / \
(1) HEARING NOTICES
SR §§ 6.04(a){1} and 6.04(a}(2), Open Government Law {5 GCA, Ch. 8)
| #(q) Five {5) working days prior Date and Time of Notice:
(A L Senators & ALL Media) Mon. 1WA g 131 pm
F{(b) Forty-eight (48) hours prior Date and Time of Nofice:
(ALL Senators & ALL Media) e, Hn @L"? \Bom
or )
. . 4) HEARING WAIVED
(2) Date and Time of Hearing: ) by Speaker
. in case of emergency
Wen. -\ 3 LoD G, SR § 6.04{q)(1)
ODYES  oNO  pN/A
(3) Location: B if YES:
AN N % Attach memo indicating
Yuolle Rovin WAIVER
(5) AMENDMENTS or SUBSTITUTIONS BY COMMITYEE
SR § 6.04(b)
IFYES:
(B) PUBLIC HEARING | Date and Time:

(a)(1) Vote sheet affirmative?

(a) Committee elects to 0 YES 0 NO

. H t)
substitute bill? {a){2) Preliminary report fited
XYES o NO with COR? SR § £.04{b)(2}

o YES o NO

(a)(3) Public Hearing noticed?
o YES O NO

If YES:
SECONDARY PUBLIC HEARING
MAY BE

(b} Bill materially different after REQUIRED
committee amendment or SR § 6.04(c}{3)
substitution?
o YES KNO O YES o NO

COR Chair

—
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Commfﬁee Report Checklist on

Bill No. 104-34 (COR) AC conmesed by Prime, SN

Part \ /1.
(1) Committee Notes:
Report filed with
COR?
WYES  ONO
If YES:
Date & Time: . If NO:
R vantc ALNAR ! UNABLE TO PLACE ON
{1)(a) Secondary CMTE Report filed SESS; IO?O?(GC{EN]DA
with COR? 3 6.04{c)(1)

a YES o NO o N/A

If YES:
Date & Time:

(2) LAND LEGISLATION

(a) Bill involves government taking,
fransfer, purchase, or legse of land?

O YES o NO N/A
If YES:
(C) COMMITTEE {a)(1) Please indicate on both ATTACH TWG (2)
. PROPERTY AFPPRAISALS
REPORT columns: TO CMTE REPORT
(i) Type of | (i) Type of entity: SR § 6.04(c){4)
fransaction: | o Govermment 2 GCA § 2107(b)
@ Taking o Non-government
o Transfer
O Purchase
O Lease
If YES:
{b) Bill involves legislative land INCLUDE
rezoning? Land Zoning
o YES o NO ‘y(N/A Consideration Report
2GCA§ 2110
If YES:
INCLUDE
(b)(1) Bill involves legislative rezoning Agricultural
of property zoned Agricultural (A)? Consideration Report
o YES o NO N/A {Dept. of Agriculture)
2GCA§2110

[Proceed fo (b}(2]]
{b)(2) Proof of Agricultural consideration report reviewed by
Guam Land Use Commission? 21 GCA § 61637

O YES O NO N/A
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Committee Report Checklist on

Bill No. 104-34 (COR) Ac corecied iﬁlﬁ M?ﬂm@ C?mgw

Part \ / \

(D) COMMITTEE
REPORT
(continued)

(3) G.A.R.R. LEGISLATION
SR § 6.04(c)(1)
5 GCA §§ 9301 and 9303

a) Bill involves approving or If YES:

amending Rules and INCLUDE

Regulations? Economic Impact Statement
o YES o NO M\J/A 5 GCA §§ 9301(d), 9301 (e}, 9301 (f)

(4) COMMITTEE REPORT COMPONENTS

(a) Front Page Transmittal to Speaker

(a)(1) COR Chair Signature Line

(b) Title Page

(c) Committee Chair Memo to All Committee Members

(d) COR Referral Memorandum

(e) Notice of Public Hearing & Other Correspondence

(f) Public Hearing Agenda

(g) Public Hearing Sign-in Sheet

(h) Written Testimonies & Additional Documents

(i) Committee Vote Sheet(s)

(j) Committee Report Digest(s)

(k) Bill History

(k)(1) Copy of Bill as introduced

(k)(2) COR Pre-Referral Checklist

s i K [ [ e s pe

(k)(3) Copy of Bill as corrected by Prime Sponsor (if applicable)

(k)(4) Copy of Bill as amended/substituted by Committee
__{if applicable)

(l)@scol Note/Waiver and Funding Availability Note (OFB)

(m) Two (2) Property Appraisals (if applicable)

(n) Related News Reports {optional)

(o) Miscellaneous (optional)

D‘KD K 0

(p) Committee Report Checklist(s)

CMTE Report duly filed;
Available for Placement on
Session Agenda COR CHAIR
(E) COR Action 0 CMTE Report non-conforming (Sigpo’rure DOT%S@&“G}
for acceptance; Return to !
Commiﬁge ; W H(erH’T
A3\ @10\

=

N
N/
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